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OmnpenesieHus

B Hacrosiiem 10KyMeHTe HUCIOIb3YIOTCA CIEAYIOLINE TEPMUHBI U UX OIPEAEICHMS.

ABTOMATH3MPOBAHHAS CHCTEMAa — CHUCTEMa, COCTOALIAs U3 IEpCOHala U KOMIUIEKca
CPEACTB aBTOMAaTHU3ALUHU €ro JAEATE]IbHOCTH, pealu3ylollas HH(POPMALMOHHYIO TEXHOJIOTUIO
BBITOJIHEHUS YCTAaHOBJICHHBIX (DYHKITHIA.

AyTeHTH(UKANHUA OTHPAaBHUTEeNs [JAHHBIX — IOATBEPKICHUE TOIO, 4YTO OTIPABUTEIb
IIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asBIICHHOMY.

Be3onacHOCTh NEPCOHAJIBHBIX JAHHBIX — COCTOSIHME 3alMIIEHHOCTH IEPCOHAIbHBIX
JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTHIO  TOJNb30BaTeNel, TEXHUYECKUX CPEICTB |
MH(POPMALIMOHHBIX TEXHOJIOTUH 00ecnednTh KOH(UACHINAIBHOCTb, LIEJIOCTHOCTh U JOCTYIHOCTb
NEePCOHATBHBIX JAaHHBIX MpPU MX 00paboTke B HH(POPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX
JTAHHBIX.

Buomerpunuyeckne mnepcoHadbHbIe [aHHbIE — CBEICHUS, KOTOPbIE XapaKTEPU3YIOT
(U3MOJIOrMUecCKue OCOOCHHOCTH YEJIOBEKA M Ha OCHOBE KOTOPBIX MOYKHO YCTaHOBUTb €ro
JMYHOCTh M KOTOPbIE MCTIOIB3YIOTCS AJIMUHHUCTpaLUEH ISl YCTAaHOBICHUS JIMYHOCTH CyOBEKTa
IEPCOHAIBHBIX JIaHHBIX, MOT'YT 00pa0daThIBaThCs TOJIBKO IPU HAJIMYUM COIJIACHS B MMCbMEHHON
dopme cyOBeKTa MepCcOHATBHBIX JAHHBIX (BKIOYas (hoTorpaduu, OTIEYATKH HaNbIEB, 00pa3
CETYaTKH IJ1a3a, 0COOCHHOCTU CTPOCHHS Tea U JAPYTYIO MOI00HYI0 HH)OPMALIHIO).

BiokupoBanue TmepcOHANBbHBIX JAAHHBIX — BpPEMEHHOE IMpeKpalleHue o0pabdoTKu
IEpCOHANBHBIX JIaHHBIX (3a MCKIIOYEHHEM cly4aeB, ecild o0paboTka HeoOXoauma s
YTOYHEHUSI IEPCOHAIBHBIX JIaHHBIX ).

Bupyc (KOMNBIOTEpHBI, NPOrPAMMHBIN) — HCIHOJHAEMbIH MPOrPAMMHBIA KOJA WU
UHTEPIIPETUPYEMbI HA0Op MHCTPYKIMH, OONAJaroIIuii CBOWCTBAMH HECAHKIIMOHHMPOBAHHOTO
pacrpocTpaHeHust U camoBocnpousBeeHus. Co3nanHble AyOIMKaThl KOMIIBIOTEPHOIO BUpYyCa HE
BCErJa COBIAJAOT C OPUTHMHAJIOM, HO COXPAHSIT CHOCOOHOCTh K  JalbHEHIIEMY
PacIpOCTPaHEHUIO U CAMOBOCIIPOM3BEICHUIO.

BpexonocHasi mporpamma — nOporpamma, IpeJHa3HayeHHas JJii  OCYLIECTBJICHUS
HECAaHKLIMOHUPOBAHHOTO JI0CTYNA U (M) BO3JEHCTBUS Ha NEPCOHAIbHBIE JAHHBIE WIN PECYPCHI
UH(POPMAITMOHHON CUCTEMBI IEPCOHAITBHBIX TAHHBIX.

BcenomorarenbHble TeXHMYeCKHe CpeIcTBAa M CHCTeMbl — TEXHHYECKHE CpPEICTBA U
CHCTEMBI, HE TpeJHa3HAuYEHHbIE JJIs Iepeaadn, oOpabOTKU M XpaHEHUs MEPCOHAIBHBIX JaHHBIX,
YCTaHABIMBAEMbIE COBMECTHO C TEXHUYECKMMHM CPENCTBAMU M CUCTEMAMH, MPEIHA3HAYEHHBIMU
JUisi  00pabOTKM MEpPCOHANbHBIX JAHHBIX WIM B IIOMEIIEHUSX, B KOTOPBIX YCTaHOBJIEHBI
MH(OPMAIMOHHBIE CUCTEMBI IEPCOHATIBHBIX JAHHBIX.

JlocTynl B ONEpalMOHHYIO cpely KOMIbIoTepa (MH(OPMALMOHHON cHCTEeMbl MePCOHAILHBIX
JAAHHBIX) — TIOJTy4eHHE BO3MOKHOCTH 3aIlyCKa Ha BBIOJHEHHUE IITATHBIX KOMaH/1, (PyHKLIUHA, TPOLIEAyp
OIEPALIMOHHON CUCTEMBI (YHUUTOXKEHMSI, KOITMPOBAHUS, MEPEMEIIEHNS U T.I1.), UCHIOIHIEMbIX (DaiyioB
NPUKJIATHBIX [IPOrPAMM.

JlocTyn K uH(popMamm — BO3MOXKHOCTb ITOTy4eHHs MTHPOPMAIIMK U €€ UCII0JIb30BaHuUs.

3akyIaiouHOe YCTPOMCTBO — SJIEMEHT CPEACTBA CheMa HH(OPMAIMH, CKPBITHO BHEIPSEMbIN
(3aKyanpIBacMblii WM BHOCHMBIM) B MeCTa BO3MOXKHOIO CheMa HHGpOpMaluu (B TOM YHCIE B
OrpaxeHue, KOHCTPYKIIMIO, 000pyI0BaHKE, TIPEAMETHI HHTEPhEpa, TPAHCIIOPTHBIE CPENICTBA, A TAKXKE B
TEXHUYECKUE CPEJICTBA M CUCTEMBI 00pabOTKH HH(POPMAIIHH ).

3anmmaemass uHpopmaumsi — uHPOpPMAIMS, SBISIOMIASCS MPEAMETOM COOCTBEHHOCTH U
MO/IeKaIas 3alliTe B COOTBETCTBUM € TPeOOBAaHMSIMU TPABOBBIX JOKYMEHTOB WM TpeOOBaHHSMU,
yCTaHaBJIMBaEMbIMU COOCTBEHHMKOM MH(OPMALIHH.

HNnentuduxanuss — mprCBOeHHWE CYOBEKTaM M OOBEKTaM JIOCTyNa HaeHTHU(HKaTopa U (MIN)
CpaBHEHHE NPEABSBIIIEMOr0 HICHTU(HKATOpa C IIepeuHeM IPHUCBOSHHBIX WACHTU(PHUKATOPOB.

HNudopmaTuBHBIA CHUIHAT — DJIEKTPUYECKHE CUTHAJIBI, AKyCTUYECKHE, AJICKTPOMAarHWUTHBIE W
Jpyrue (usnyeckue Mois, MO MapamerpaM KOTOPhIX MOXET ObITh PacKpblTa KOH(HICHIMATbHASL
uHpopMarys (MepcoHabHbIE JaHHbIE) 0OpadaTbiBacMasi B MH(MOPMALMOHHON CHCTEME MEPCOHATBHBIX
JTaHHBIX.



Nudopmanuonnass cucrema mnepcoHadabHbIX AaHHbIX (MCII/IH) —coBOKynHOCTH
coepxammxcsi B 0a3ax JaHHBIX MEPCOHAIBHBIX JAHHBIX M OOECIEUMBAIOIIMX MX 00pabOTKy
UH(POPMALMOHHBIX TEXHOJIOTUN M TEXHUYECKHX CPEJICTB.

HndpopmaloHHble TEXHOJIOTMH — IIPOLIECChl, METO/bl IIOHCKA, cOOpa, XpaHeHHs, oOpaboTKH,
NPEIOCTABIICHHS, PACIPOCTPAHEHHsT MH(POPMAIMK M CLIOCOOBI OCYIIECTBICHUS! TAKHX IPOIECCOB U
METO/I0B.

Hcnosb30BaHne NMepPCOHATBHBIX JAHHBIX — JCHCTBHUS (OMEpalnuu) C TMEepPCOHATbLHBIMU
JTAHHBIMM, COBEpLIAEMbIE ONEPATOPOM B LENAX MPHUHITUSA PEIIEHU WIN COBEPUICHUS HMHBIX
JeMCTBUH, MTOPOXKIAIOMINX FOPUANYECKHIE MOCIEICTBUS B OTHOLICHUN CyObEKTa MEepCOHATBHBIX
JAHHBIX WIM JAPYIHX JIML JIMOO MHBIM 00pa3oM 3aTparuBaroIlMX IpaBa U CBOOOJbI CyObEKTa
NEPCOHANBHBIX JAHHBIX UM JPYTUX JIHII.

Hcrounuk yrpo3sl 6e30nacHOCTH HH(OPMAIMH — CYOBEKT JIOCTYIA, MAaTEPUATIBHBIN OOBEKT WM
(r3HrgecKoe sIBIEHNE, SIBISIOIINECS IIPUYUHON BOSHUKHOBEHUS YTPO3bl 0€3011acHOCTH MH(OPMAIUH.

KoHTposmpyemasi 30Ha — IIPOCTPAaHCTBO (TEPPUTOPUS, 3aHME, YacTh 3[aHUs, MOMEIIECHHE), B
KOTOPOM HCKJIIOUYEHO HEKOHTPOJMpYEMOe IpeObIBaHKE MOCTOPOHHMX JIMIL, a TAKKEe TPAHCIIOPTHBIX,
TEXHUYECKHX U MHBIX MaTepUAIBbHBIX CPE/ICTB.

Kon¢puieHIMaIbHOCTh NePCOHAIBHBIX JAHHBIX — 0053aTeIbHOE Ul COOMIOACHUS OIEPATOPOM
WIM WUHBIM TOIYy4YMBIIMM JOCTYN K IEPCOHATBHBIM JAHHBIM JIMLIOM TpeOOBAHHME HE JIOIYCKaTh HX
pacnpocTpaHeHre 0Oe3 cornacusi CyObeKTa MEPCOHANBbHBIX JAHHBIX WJIM HAIWYMS MHOTO 3aKOHHOIO
OCHOBAHUSL.

Me:xceTeBoil IKpaH — JIOKATLHOE (OJHOKOMITOHEHTHOE) WM (PYHKIIMOHAIBHO-PACIPEICTICHHOE
IporpaMMHOe  (TIPOrpaMMHO-AIIIAPaTHOE) CPENCTBO  (KOMIUIEKC), peaM3yollee KOHTpOJIb 32
uHpOpMALFel, TMOCTyHaomeld B WHPOPMALMOHHYIO CHCTEMY IEPCOHANBHBIX JAHHBIX W (WJIH)
BBIXOZAILEH U3 UH(OPMALIMOHHOM CUCTEMBI.

Hapymmrenns 0e30aCHOCTH NEPCOHAIBHBIX JAHHBIX — (U3MUYECKOE JIMIIO, CIy4ailHO WU
HpeHAMEPEHHO COBEpILAIOLIee JEHCTBUS, CIEJCTBHEM KOTOPBIX SIBJIAETCS HapylleHHe Oe30MacHOCTH
NIEPCOHATBHBIX JIAHHBIX MPH MX 00pabOTKe TEXHUYECKHMMH CPEICTBAMU B MH(OPMAIMOHHBIX CHCTEMAaXx
HEPCOHATBHBIX JTAHHBIX.

HeaBTomMaTusnpoBanHas o0padoTKka  NepCcOHAJTBbHBIX  JaHHBIX —  00paboTka
HEPCOHANBHBIX JaHHBIX, COJAEPKALIMXCS B MH(POPMALMOHHON cHCTeMe MEePCOHAIBHBIX JAAHHBIX
aM00 W3BJICUEHHBIX W3 TaKOM CHUCTEMBI, CUMTAETCS OCYILECTBICHHOW O€3 HCIOJb30BaHUs
CpeACTB aBTOMAaTH3allMU (HEaBTOMATU3UPOBAHHOMN), €CIM Takue AEHUCTBHUS C MEepCOHAIbHBIMU
JAHHBIMH, KaK MCIOJb30BaHWE, YTOUYHEHHE, PACIpOCTPAHEHUE, YHHUYTOKEHUE MEePCOHATBHBIX
JAHHBIX B OTHOLIEHMM KaXKJOT0 M3 CyOBEKTOB NMEPCOHAIBHBIX JAAHHBIX, OCYLIECTBISIOTCS IpU
HEINOCPEJICTBEHHOM YYacTHH YeJIOBEKa.

HenexsiapupoBaHHble  BO3MOKHOCTH —  (DYHKIIMOHAQJIbHBIE ~ BO3MOXHOCTH  CpPEJICTB
BBIUMCITUTEILHOM TEXHUKH, HE ONMCAHHbBIE WJIM HE COOTBETCTBYIOILME ONMCAHHBIM B JOKYMEHTALUH, TIPU
UCIIOJIb30BaHUM  KOTOPBIX BO3MOXKHO — HapyIIeHWE KOH(UAEHIMATBHOCTH, JIOCTYTHOCTH I
LIEJIOCTHOCTH 00pabaTeiBaeMoii HH(OpMaLIUK.

HecaHKIMOHMPOBAHHBII 10CTYN (HECAHKIMOHMPOBAHHbIE /IeiCTBHSI) — IOCTYI K MH(pOpMaIUU
WM JIEUCTBHS ¢ MH(OpMAalMel, HapyIIalolMe NpaBuia pasrpaHuueHus JOCTyNa C HUCTOIb30BaHUEM
IITATHBIX CPEJICTB, IPEAOCTABIISIEMbIX HH(POPMAITMOHHBIMU CUCTEMAMHU TIEPCOHAIBHBIX JIaHHBIX.

Hocurens undopmanum — Qu3nueckoe JMIO WIM MaTepuaibHbIi OOBEKT, B TOM YHCIIE
¢uzmdeckoe mose, B KOTOpOM HMH(OpMAIMs HaXOIUT CBOE OTPAKEHHE B BHJE CHMBOJIOB, 00pa3oB,
CHUTHAJIOB, TEXHWYECKHX DEIICHW W TIPOIECCOB, KOIMYECTBEHHBIX XapaKTEPUCTHK (PU3HUECKUX
BEJIMYMH.

O0e3MYNBaHNe MEPCOHATBHBIX TaHHBIX — JCHUCTBUS, B PE3YJIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXKHO 0€3 UCIIOJIb30BaHUs JONOIHUTEIBHOM HH(DOPMAIIUK ONIpeIeUTh MPUHAIIEKHOCTD
NIEPCOHAIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX JaHHBIX.

O0paboTka MepPCOHANBHBIX [JAHHBIX — J000€ JeiicTBHe (omeparus) WIM COBOKYITHOCTb
NeWcTBU  (omepaliyii), COBEpIIAeMbIX C HCIIOJIb30BAHMEM CPEACTB aBTOMaTH3alMd WM 0e3
UCIIOJIb30BAHMS TAKMX CPEJICTB C MEPCOHAIBHBIMU JAHHBIMU, BKJTFOYasi COOp, 3aIich, CHCTEMaTH3ALIHIO,



HAKOIJICHUE, XpaHEeHUe, YTouHeHHe (OOHOBJIEHHE, M3MEHEHHE), U3BIICYEHNE, HCIIOIb30BaHKE, TIepeady
(pactipoctpaHeHre, TMPEIOCTaBICHUE, JOCTYI), OO€3MuYMBaHWE, OJOKMPOBAaHHE, yIalCHHUE,
YHUUTOXKEHHE MEPCOHATIBHBIX TAHHBIX.

OO01enocTynHble  MepCOHANbHbIE  JaHHbIEe — TEPCOHAIbHBIE  JAaHHBIE,  JIOCTYI
HEOTPAaHMYEHHOTO Kpyra JIMI] K KOTOPBIM IMPEJOCTaBIIEH C COTJIAcUsl CyOBEeKTa MEpCOHAIBHBIX
JAHHBIX WJIM Ha KOTOpPbIE B COOTBETCTBUU C (efepalbHbIMU 3aKOHAMHU HE PaCHpOCTPAHSIETCS
TpeboBaHue cOOMIOACHNS KOHPUICHIINATHHOCTH.

Oneparop (mepcoHAJBHBIX JAHHBIX) — TOCYJAPCTBEHHBIN OpraH, MYHHMIMIIAIbHBIA Opras,
IOPUIMYECKOE N (PU3MIECKOE JIMIIO, CAMOCTOSATEIHLHO WM COBMECTHO C JIPYTMMH OpPraHHU3YIOIee
(n1) ocyIIEeCTRIISIONIeE 0OPAOOTKY IMEePCOHATIBHBIX TAHHBIX, a TAKKE ONMPEISIIIONIME eI 00padOTKH
MEPCOHATIBHBIX JTAHHBIX, COCTaB IEPCOHABHBIX JIAHHBIX, MOJJICKANMX O00padOTKe, NEHUCTBUS
(omeparin), CoBepIIaeMble C MePCOHATLHBIMU JaHHBIMH.

Texunyeckune cpeacrBa MHGOPMALMOHHONH CHCTEMBbI MEPCOHAJBHBIX JAHHBIX — CPEICTBA
BBIYUCITUTEIILHON TEXHUKU, MHOPMAIIMOHHO-BHIUMCIIUTEIbHBIE KOMILIEKCHI U CETH, CPEACTBA M CUCTEMBI
nepeqaur, npuemMa U oOpabotkum IIJIH (cpemctBa M CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BE/ICHHS, TEPETOBOPHbIE W TEJIEBU3MOHHBIE YCTPOWCTBA, CPEICTBA HW3TOTOBJICHMUS,
TUPKUPOBAHUS JIOKYMEHTOB M JIPyrMi€ TEXHUYECKHUE CPEACTBA 00pabOTKM PEueBOM, TpadyecKoid,
BUICO- U OyKBeHHO-IIM(poBON HMH(OpPMALINK), MPOrPaMMHBIE CPENICTBA (OINMEPAIMOHHBIE CHUCTEMBI,
CHCTEMBI YNpaBJeHWsI 0a3aMH JIAHHBIX W T.IL), CPEICTBA 3alATHI MH(POPMALMH, TPUMEHSIEMbIC B
MH(MOPMAIMOHHBIX CUCTEMAX.

IMepexBaT (MHpOpMaNUN) — HEITPABOMEPHOE MOITYICHHE MHPOPMAIUHU C HCIIOJIE30BAHUEM
TEXHHUYECKOTO  CpEACTBA, OCYLIECTBISIONIETO OOHapyKeHue, TMpueM U  00pabdoTKy
MH(POPMATUBHBIX CUTHAJIOB.

IlepconanbHble AaHHbIE — T00as MH(OpMaLUs, OTHOCAMIAICS K HPSIMO WM KOCBEHHO
OTIpeICIIEHHOMY HJIM OIpeAesieMoMy (PH3NUECKOMY JIHIY (CyOBEKTY ePCOHANBHBIX TAHHBIX ).

[To6ouHbIe 3JIeKTPOMATHUTHBIE M3JIYYeHHS] U HABOIKHU — DJIEKTPOMArHUTHBIC U3TyYCHUS
TEXHUYECKUX CpeICTB O0pabOTKM 3aliuiiaeMoll MHpOpMaluy, BO3ZHUKAIOLIME KaK M0OOYHOE
SBIICHUE W BBI3BAHHBIC DJIEKTPUUYECKHUMH CHUTHAJIAMU, JCUCTBYIOINIMMH B MX JJIEKTPUUYECKUX WU
MarHUTHBIX IETSIX, a TaK)KE AIIEKTPOMArHUTHBIE HABOAKH 3THUX CUTHAIOB HA TOKOIPOBOSIINE
JUHUH, KOHCTPYKIIMH U IIeTIH MTUTaHUSI.

[MosmTKAa  «YUCTOTO  CTOJMA» —  KOMIUIEKC  OPraHMU3allMOHHBIX  MEPOIpPHITHH,
KOHTPOJMPYIOIUX OTCYTCTBHE 3alMChIBaHMA Ha OyMaKHble HOCHUTENU KIO4Yed M aTpuOyToB
nocTyrna (maposei) U XpaHeHus UX BOJIM3U 00bEKTOB JIOCTYTIA.

IHonb3oBaTens HMHGOPMALMOHHON  CHCTEMbI NEPCOHAJBHBIX [JAaHHBIX —  JHIIO,
yyacTBymolllee B (DyHKIIMOHUPOBAHUU HH(OPMALMOHHON CHUCTEMBI NEPCOHANBHBIX JAAHHBIX WIN
UCTIOJIB3YIOLIee Pe3yIbTaThl €€ (PYHKIIMOHUPOBAHMUS.

IIpaBuia pasrpaHuyeHusi A0CTYNAa — COBOKYITHOCTb NPAaBUJI, PErJaMEHTUPYIOIINX MpaBa
JIOCTYIa CyOBEKTOB JJOCTYIA K 00BbEKTaM JAOCTYyIIA.

IIporpammuasi 3akJjaaKa — KoJ MPOrpaMMbl, IPEJHAMEPEHHO BHECEHHBIH B MpOrpaMMy C
LENBI0 OCYIIECTBUTh YTEUKY, H3MEHUThb, OJOKUPOBaTh, YHUUTOXUTb HH(YOPMALUIO WIH
YHUUYTOXUTh M MOAU(UIMPOBATH NpOrpaMMHOE oOecnedyeHne HHPOPMAIMOHHON CHUCTEMbI
NEePCOHAIbHBIX JAHHBIX U (MJIM) OJIOKUPOBATh anmapaTHBIE CPEJICTBA.

IIporpammHoe (MporpaMMHO-MaTeMaTH4YecKoe) BO3JelCTBHE — HECAaHKLIMOHHUPOBAHHOE
BO3/ICHCTBUE HA PECYpPChl aBTOMATU3HUPOBAHHON MH(POPMALIMOHHOMN CHCTEMBI, OCYIIECTBIISIEMOE C
WCIOJIb30BaHUEM BPEIOHOCHBIX POTrPaMM.

PackpbiTHe NepPCOHANBHBIX JAAHHBIX — YMBIIUICHHOE WJIH CIy4alHOe HapylleHue
KOH(HICHIIHATHFHOCTH MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue TNepCcOHANBHBIX JAHHBIX — JCWCTBUS, HalpaBIIEHHbIE HA PAaCKpBITHE
MEPCOHAIbHBIX JAHHBIX HEOMPEEIIEHHOMY KPYTY JIUI]

Pecypc nH$popMalMOHHOI cHCTEMbl — UIMEHOBAHHBII 3JIEMEHT CHCTEMHOIO, MPHKIAJTHOTO
WM almnapaTHoro obecrneueHus: GyHKIIMOHUPOBaHUS HH()OPMAILIOHHON CUCTEMBL.



CnenuanbHble KATeropud NEPCOHAJBHBIX JAHHBIX — TICPCOHAIBHBIC JAaHHEIE,
Kacalollluecsi  pacoBOM, HAlMOHAJILHOM  NPUHAMJIEKHOCTH, TOJUTUYECKUX  B3IJIAJIOB,
PENMUTHO3HBIX WM (UIOCOPCKUX YOCKICHHM, COCTOSHUS 30POBbS M HMHTUMHOW IKU3HU
CyOBbEeKTa MePCOHATBHBIX JAHHBIX.

CpencrBa BLIMHCIMTETLHOM TEXHUKH — COBOKYITHOCTh TIPOTPAaMMHBIX M TEXHHUYECKHX AJIEMEHTOB
cucTeM 00pabOTKU JAaHHBIX, CIOCOOHBIX (DYHKIIMOHMPOBATH CAMOCTOSITENIbHO UM B COCTaBe IPYIHX
CHCTEM.

Cy0bekT gocryna (Cy0beKT)— JMIO WIM MPOLECC, JACUCTBUS KOTOPOro PEriaMeHTHPYIOTCS
MpaBUJIaMU pa3TPaHUYCHUS JOCTYIIA.

TexHuuyeckuii kKaHaa yredkd MHGOPMALUU — COBOKYITHOCTh HOCUTEIS MH(OpMAIMU (CPEACTBa
00paboTKH), (hM3UIECKON Cpellbl pacipocTpaHeHHs MH()OPMATUBHOTO CHTHAIA M CPEICTB, KOTOPHIMU
JOObIBaeTCs 3alpiaemMas UHpopMalus.

TpancrpannyHasi nepeaadya nepcoHAJBHBIX JAHHBIX — MEepe/iada MePCOHATBHBIX JTaHHBIX
onepatopoMm uyepe3 [ocymapcrBeHHyro rpanunly Poccuiickoit ®eaepanuud opraHy BJacTH
WHOCTPAHHOTO TOCYJIapcTBa, (U3MYECKOMY WIH OPUIANYECKOMY JIMIy HHOCTPAHHOTO
rocyaapcTaa.

Yrpo3bl 0€30MaCHOCTH TEPCOHAIBHBIX [JAHHBIX — COBOKYIIHOCTh YCIOBHH U (aKTOpOB,
CO3JIAIOIUX OMACHOCTh HECAHKIIMOHHPOBAHHOTO, B TOM YHCIIE CITYy4aifHOro, JOCTYNA K MEePCOHATLHBIM
JIAaHHBIM, PE3YJBTaTOM KOTOPOTO MOYKET CTaTh YHHUITOKEHHE, N3MEHEHHUE, OJIOKUPOBAaHNE, KOMMPOBAHKE,
pacIpocTpaHeHHe TePCOHANBHBIX JaHHBIX, 4 TakKe WHBIX HECAHKIIMOHUPOBAHHBIX NEHCTBUI NPH HX
00paboTKe B MHPOPMAIIOHHON CUCTEME ITEPCOHATTBHBIX TAHHBIX.

YHUYTOKeHHE TEPCOHAILHBIX JAHHBIX — JICUCTBHUS, B pE3yJbTaTe KOTOPHIX HEBO3MOKHO
BOCCTaHOBUTH COZICP)KaHWE TEPCOHATBHBIX IAaHHBIX B HWH(OPMALMOHHOW CHCTEME IePCOHATBHBIX
JMAaHHBIX WIA B pe3y/bTaTe KOTOPBIX YHUUYTOXKAIOTCSI MaTepHalbHbIe HOCUTENIN MEePCOHAIBHBIX
JAHHBIX.

Yreuka (GammmaeMoil) MHGOPMAIMM 10 TeXHHYECKHMM KAHAJAM — HEKOHTPOIMPYEMOE
pacrpocTpaneHre HHPOPMAIUKA OT HOCHTEIIS 3allIHIaeMOi HH(OPMAIIK Yepe3 PU3UUECKYIO CPEeIy 10
TEXHHUUYECKOTO CPEJICTBA, OCYILECTBISIONIETO IEpeXBaT NHGOPMAIUH.

YsA3BUMOCTB — €1a00CTh B CPEJICTBAX 3aIlUTHI, KOTOPYIO MOYKHO HCIIONB30BATH I HAPYIICHHS
CHCTEMBbI MJTU COZIEprKalleiicsl B Hel nH(opMalui.

HenoctHocth  uHGOpManuMM —  CHOCOOHOCTh  CPEICTBA  BBIYMCIUTEIBHONM TEXHUKH WM
ABTOMATU3UPOBAHHOW CHCTEMBI 00ECTIeUMBATh HEM3MEHHOCTh MH(OpPMAIMKM B YCIOBHSX CIYYaifHOTO
W/WJTY TIPEIHAMEPEHHOTO MCKaYKEHUS (pa3pyLLeHus ).
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— CpeICTBA 3aIUThl HHPOPMAIHH
— cucreMa (TIOACUCTEMA) 3alIUThI TEPCOHATBHBIX JAHHBIX
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— YI'pO3blI 0e30macHOCTH MNCPCOHAIIbHBIX TaHHBIX



BBEJIEHUE

Hacrosmas [lonutuka uagopmaimonnoii 6e3onacHoctu (nanee [loauruka) aiMUHUCTpALIUN
[[InHepmOCHHCKOTO cenbcKoro moceneHus YeOokcapckoro paiiona Uysamickoit PecryOmuku
(anee AQMUHUCTpaLus), ABIAETCS OPHUIIHATBEHBIM JOKYMEHTOM.

[TonmuTHka pazpaboTaHa B COOTBETCTBHHU ¢ TpeboBaHUsAMH DeepabHOrO 3aKOHA OT 27 U0
2006 1. No 152-®3 «O nepcoHAIBHBIX TaHHBIX» U MocTaHoBeHus [IpaButenscTBa Poccuiickoi
Qeneparun ot 1HOsIOpst 2012 r. Ne 1119 «OO6 yrBepkaeHHMH TpeOOBaHUN K 3alIUTe
NEPCOHAIBHBIX JAHHBIX NpU UX 00paboTke B HH(POPMAIMOHHBIX CHCTEMax IEepPCOHAIbHBIX
JTAHHBIX», HA OCHOBAHUH:

- «PexoMennanuii mo obecriedyeHno 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX NPU UX 00paboT-
K€ B MHPOPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX JAHHBIX», YTBEPKICHHBIX 3aMECTHTEIIEM JIH-
pektopa ®CTIK Poccuu ot 15.02.2008 1.,

- «TunoBeIx TpeOOBaHUU MO OpraHU3alK W oOecrevYeHu0 (QYHKIMOHUPOBAHUS MIUDPO-
BaJIbHBIX (KpUNITOrpaQUUECKUX) CPENICTB, MPEIHA3HAYCHHBIX JUIS 3alUThl HHPOPMAIUH, HE CO-
JIepoKalllel CBEICHU, COCTABISAIOIINX FOCYAAPCTBEHHYIO TailHy B ClIy4ae U3 UCIOIb30BAHUS IS
oOecrieyeHns 0€30MaCHOCTH TEPCOHAIBHBIX JAaHHBIX NMPH UX 00paboTke B WH(GOPMAIIMOHHBIX
CHUCTEMax IEPCOHAJBbHBIX JAHHBIX», YTBEPXKAECHHbIX pykoBoAacTBOM 8§ Ilentpa ®Cb Poccum
21.02.2008 T. Ne 149/6/6-662.

B Tlonutuke ompenenensl Tpeboanust k nepcoHany WCIIJIH, cTerneHb OTBETCTBEHHOCTU
IepcoHalIa, CTPYKTypa U HEOOXOAUMBIH YPOBEHb 3allUIIEHHOCTH, CTaTyC U JOJKHOCTHbIE
00s3aHHOCTH COTPYAHHKOB, OTBETCTBEHHBIX 3a oOecmedeHue Oe30MaCHOCTH MEePCOHATBHBIX
nauubix B UCIT/In AnMuHHCTpaIuu.



1 O01mme MoJI0KEeHU A

Llenpto Hactosimeit IlomuTHku sBisiercss obecrieueHHe OE30MAaCHOCTH OOBEKTOB 3alHUTHI
AIMUHUCTpAallMM OT BCEX BHUJOB YIpo3, BHEIIHUX W BHYTPEHHHUX, YMBIIUICHHBIX U
HeTpeJHAMEPEHHbIX, MUHUMU3AIKs yIIepOoa OT BO3MOXKHOH peanu3aniu yrpo3 0e30macHOCTH
[T1u (YBIIdH).

be3omacHocTh HEepCOHATBHBIX TaHHBIX JTOCTUTACTCS yTeM UCKJTFOYEHUS
HCCAHKIIMOHUPOBAHHOI'O, B TOM YHUCIIC cnyqaﬁHoro, A0CTylna K HICPCOHAJIBHBIM OAaHHBIM,
PE3YJIbTATOM KOTOPOTO MOXKET CTaTh YHHUTOXKEHHUE, U3MEHEHHE, OJIOKMPOBAaHHE, KOMPOBaHHE,
pacnpoCTpaHCHUC NMEPCOHAIBHBIX JAHHBIX, @ TAKKC MHBIX HCCAHKIIMOHNPOBAHHBIX ﬂeﬁCTBHﬁ.

Nudopmanus u cBI3aHHBIE ¢ HEH PeCypChl TOJDKHBI OBITH JOCTYIIHBI IS aBTOPHU30BaHHBIX
nosib3oBaTeneh. JIOKHO OCYIIECTBISTHCS CBOCBPEMEHHOE OOHApy:K€HHE M pearpoBaHHE Ha
VBI/H.

,Z[OJ’DKHO OCYHICCTBIIATHCA NMPCAOTBPALICHUC MMPCAHAMCPCHHBIX WA CHy‘IaﬁHBIX, YaCTUYHBIX
HJIU TTOJIHBIX HCCAHKIIMOHHUPOBAHHBIX MOI[I/ICI)I/IKaI_[I/Iﬁ HJIM YHUUYTOXKCHUA IICPCOHATIBHBIX JAHHBIX.

CocraB 00BEKTOB 3alUTHI Ipe/cTaBieH B [lepeyHe mepcoHaIbHBIX JAaHHBIX, YKa3aHHOMY B
[Tonoxennn 06 00pabOTKE MEPCOHATBHBIX JaHHBIX.

Cocras UCII/IH, nojnexamux 3aiiuTe, MpeAcTaBieH B AKTe 00C/IeIOBaHUS TEKYILEro
COCTOSTHUSI TEXHUYECKOH 3aIIUTHI HICPCOHAJIBHBIX JAHHBIX.



2 O6aacTh aedcTBUA

TpeboBanust Hactosmerd IlomuTUKM — pacnpoCTpaHSIOTCS HAa  BCEX  COTPYJHHUKOB
AJMUHUCTpanK (IITaTHBIX, BPEMEHHBIX, paOOTAIOMUMX MO KOHTPAKTY M T.II.), @ TaKKe BCEX
IpoyuX JHL (MOAPSAAUUKH, AyAUTOPHI U T.I1.).



3 Cucrema 3alIMTHI NEPCOHAIBHBIX TAaHHBIX

Cuctema 3anuThl nepcoHanbHbIX AaHHBIX (C3I1/IH), cTpouTCS HA OCHOBAHUH:

AKTa 00cne10BaHus TEKYILEr0 COCTOSIHUS TEXHUYECKON 3alUThl IEPCOHAIBHBIX JaHHBIX;
[lepeuns nepcoHaANBHBIX AAHHBIX, OJIEKALINX 3ALIUTE;

AKTOB KJIacCH(pHUKAIMY MHPOPMAITMOHHBIX CUCTEM MEPCOHATBHBIX JAHHBIX;

YacTHbIX MOZIENIEN aKTyaabHBIX Yrpo3 U BeposiTHoro Hapymmutens UCI/IH;

[Toso>xeHns 0 pa3rpaHUYEHHH IIpaB JAOCTYIA K IEPCOHAIBHBIM JIaHHBIM;

PykoBogsinux nokymentoB @CTIK u ®Ch Poccun.

Hns  obecrieuenus 3amutel  MCIIJIlH HeoOxomumo coOmoleHHEe OpraHM3alliOHHO-
TEXHUYECKUX Mep. AJIMHHHUCTpaLuei obecrneunBaeTcss 0€30MacHOCTh MEPCOHANBHBIX TaHHBIX B
COOTBETCTBUHM C HEOOXOIMMBIM YPOBHEM 3allMIIEHHOCTH, KOTOpas omucaHa B TexHHYecKoM
3a7aHun Ha co3fgaHue cuctemsl 3amuTbl g MCIIJIs. B AnMuHucTpanuu onpezaeneHsl
aKTyanbHble yrposbl Oe3omacHoctd II/IH, koTOpble onucanbl B YacTHOW MOJenM akTyalbHbIX
yrpo3 u BepositTHoro Hapywmurens MCITIH.

[Ton akTyanbHBIMM yrpo3aMu O€30MAaCHOCTM IEPCOHANBHBIX JAHHBIX ITOHMMAETCS
COBOKYITHOCTb YCIIOBHM 51 ¢bakTopoB, CO3JAI0IINX AKTyaJIbHYIO OIaCHOCTh
HECaHKLIMOHUPOBAHHOIO, B TOM YHUCJIE CIIy4alHOIO, 1OCTyIa K IIEPCOHAIbHBIM JaHHBIM IIPU UX
00paboTke B MH()OPMAITMOHHOW CHCTEME, PE3yJIbTaTOM KOTOPOTO MOTYT CTaTh YHUYTOKEHHE,
U3MEHEeHHe, OJIOKUpOBaHKUEe, KOMUPOBaHUE, MIPEJOCTaBIEHUE, PACIIPOCTPAHEHUE MEPCOHATIBHBIX
JTAaHHBIX, a TAK)KE UHbIE HETIPABOMEPHBIE JEHCTBUS.

Yrpo3sl 1-T0 THMA aKTyallbHBI I8 HHPOPMALMOHHOW CUCTEMBI, €CITU JIJIsl Hee B TOM YHUCIIe
aKTyaJbHbl YI'pO3bl, CBS3aHHBIE C HAJIWYMEM HEIOKYMEHTHPOBAHHBIX (HEAEKJIapHPOBAaHHBIX)
BO3MOXKHOCTEH B CHCTEMHOM NPOTPAMMHOM 00€CIEUYeHUH, UCIIOIb3YEMOM B WH(OPMAIIMOHHON
CUCTEME.

YTpo3sl 2-TO TUTA AKTYaJIbHBI JI1 HTHPOPMALMOHHON CUCTEMBI, €CITU JJIsl HEe B TOM YHUCIIe
aKTyaJbHbl YIpO3bl, CB3aHHBIE C HAJIWYMEM HEIOKYMEHTHPOBAHHBIX (HEAEKJIapHPOBAaHHBIX)
BO3MOXKHOCTEM B NPUKJIAJHOM  INPOrpaMMHOM  OOECHEYEHHMM,  HUCIOJIb3YEMOM B
UH(POPMALIMOHHOM cucTeMe.

VYrpo3bl 3-T0 TUNA aKTyalbHbI s UHQOPMAILMOHHOM CUCTEMBI, €CIU JUIsl HEee aKTyaJbHBI
yrpo3bl, HE CBSI3aHHbIE C HAJIMYUMEM HEJIOKYMEHTHPOBAHHBIX (HEAEKJIapUPOBAHHBIX)
BO3MOXXKHOCTEM B CHUCTEMHOM M MPUKIAJHOM MPOTPaMMHOM OOECIEUEHUH, HUCIIOJIb3yEMOM B
UH(POPMALIMOHHOM cucTeMe.

Ha ocHoBaHuM 3THX JOKYMEHTOB ONpEIeNseTcs HEOOXOAMMBIM YpOBEHb 3alllUIIEHHOCTH
ITIa xaxmoit HMCIIAn AnvuHuctpannu. Ha ocHOBaHMM aHanu3a aKTyaJlbHBIX —YIpo3
6esomacHoctu IIJIH, omucanHoro B YacTHOW MoOJENM aKTyaJdbHBIX YIpPO3 U BEPOATHOTO
Hapymmrens MCIT[In n Otuera o pe3ynbTarax NPOBEACHUS BHYTPEHHEH MPOBEPKE, NENAETCS
3aKJII0YEHHE O HEOOXOIAMMOCTH HCIOJB30BAaHUS TEXHUUYECKHUX CPEICTB M OpraHU3alMOHHBIX
MeponpusaTHiA s obecniedenus: 6ezonacHoctu [1/1H. BoiOpanHble HEOOXOAUMBIE MEPOIIPUTHUS
oTpaxaroTcs B [lmane MeponpuaTuii o 3aluTe NePCOHAIbHBIX JAHHBIX.

Jns xaxoit UCITAH nomkeH ObITh COCTaBJIEH CIMCOK UCTIONIb3YEMbIX TEXHUYECKUX CPENICTB
3alllMThl, @ TaK XK€ MPOrpaMMHOI0 oOecredeHus, ydacTByromiero B oopabdorke I1JIH, Ha Bcex
sanementax UCII/IH:

- APM nonp30Bareriei;

- CepBepa NpUIIOKEHUI;

- CYB/;

- I'panuna JIBC;

- KananoB nepenaun B ceTy 00IIEro Moib30BaHUs U (MIIM) MEKIyHAPOAHOTO 0OOMEHa, eCciu
1o HuM nepenatorcs [1J1H.

B 3aBucumoctu ot ypoBHs 3amuieHHoctd MCIIIH u akryanbubix yrpos, C3I1[n moxer
BKJIIOUYATh CIIEAYIOIINE TEXHUYECKUE CPEACTBA:



- aHTHBHPYCHBIC CPEJICTBA ISl pa0OYMX CTAHIIMH MOJIb30BATEIICH U CEPBEPOB;

- CpeZICTBA MEXKCETEBOTO HYKPAHUPOBAHUS,

- cpelcTBa KpUNTorpaduueckod 3ammThl MHGOPMAIUK, MPH Tepeade 3alluiiaeMoil WH-
dbopMaruu 1o KaHajaam CBSI3U.

Tak ke B CIIMCOK JTOJDKHBI OBITH BKIIIOYEHB! (DYHKIIUH 3aIUThI, 00ECIIeYMBaEMbIe ITATHBIMU
cpeactBamMu oOpabotku [I/ln onepamumonusiMu  cucremMamu (OC), mnpuxnagaeiM 110 nu
CIeUAIbHBIMA KOMIUICKCAMH, PEATN3YIONMMHU CPeACTBA 3amUThl. CIIMCOK (YHKIMHA 3aIUThI
MOYET BKJIOYATh:

- yIpaBleHHE U Pa3rpaHUYECHUE JOCTYIIA MOJIb30BaTeleH;

- PETUCTpAIUIO U YUET JeHCTBUI ¢ HH(DOpMAIHEH;

- o0ecrieunBaTh 1EJI0CTHOCTD JIAHHBIX;

- IPOU3BOANTH OOHAPYKEHUI BTOPIKEHHH.

CHUCOK HCIONBb3yeMbIX TEXHHUYECKHX CPEICTB oTpaxaercs B [lmane Mepompustuii 1o
3aIIUTe MEPCOHAIBHBIX MaHHBIX. CIHMCOK HCIONIB3YyEeMBIX CPEJICTB JOJDKEH MOAJICPKUBATHCS B
aKTyaJIbHOM COCTOSIHUM. [IpM HW3MEHEHWH COCTaBa TEXHMYECKUX CPEJACTB 3alIUThl HIIH
anementoB MCII/IH, cooTBeTCTByOIIME W3MEHEHUS [ODKHBI OBITh BHEeCeHbI B CIHCOK U
YTBEPXKJICHBI TJIABOM aJIMUHMCTPAIMU WM JIMIOM, OTBETCTBEHHBIM 33 OOCCIICUCHHE 3aIlUTHI
I11n.



4 TpedoBanus k nmogcucremam C3I1n

C3I1/Ix BKIrOYaeT B ceOsl CICTYIONTUE TIOICUCTEMBI:
- YIpaBJICHHUS IOCTYTIOM, PETUCTPALIMU U YUETa;

- o0ecrieueHus IEIIOCTHOCTH U IOCTYITHOCTH;

- QHTUBHUPYCHOM 3aIlIHTHI;

- MEXCETEBOTO YKPAaHUPOBAHUS;

- aHaJu3a 3allUIICHHOCTH,

oOHapyKCHHs BTOPIKCHUI;

- Kpunrorpaduyeckoi 3aiuThl.

[Toacuctemsr C3I1[H uMeroT pa3nuuHblii PyHKIIMOHAT B 3aBUCUMOCTH OT kiacca MCII/H,
OTpeNieNIeHHOro B AKTe Kiaccuukanuu HHOOPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX JAaHHBIX.
Cnucok cootBerctBus (pyHkuii nmoacucrem C3II/[H kiaccy 3amuIEeHHOCTH MPEICTABICH B
[Tpunoxxennn Ne 1.

4.1 MoacucreMpl ynpapJieHHsl JOCTYIIOM, PETHCTPALANA U y4eTa

IToacucrema ynpasieHUs TOCTYIIOM, PETUCTPALMHU U y4deTa IpeJHa3HauYeHa Ul pPean3alnun
CJIEAYIOIINX (QYHKIHUI:

- uIeHTH(UKAUY 1 TPOBEPKA MOUTMHHOCTH cyOBEKTOB nocTyna npu Bxone B MCI1/IH;

- UIEHTU(UKALMN TEPMHUHAJIOB, Y3JI0B CETH, KAaHAJIOB CBS3H, BHEIIHUX YCTPOMCTB IO JIOTHU-
4ECKUM MMEHAM;

- UIeHTH(UKALMY TPOTPaMM, TOMOB, KaTaJlIoToB, (ailyioB, 3amKCeid, MMOJIeH 3anmuceil mo nme-
HaMm;

- perucrpanuu Bxojaa (BbIX0Ja) CyOBEKTOB JOCTyNa B CHCTeMY (M3 CHUCTEMBI), JTHOO peru-
CTpalus 3arpy3Ky U MHULHAAJIU3AIUY ONTEPAlMOHHOW CUCTEMBI U €€ OCTAHOBA.

- perucTpanyy MONbITOK JOCTYNA MPOrpaMMHBIX CPEACTB (IPOrpaMM, IpoILeccoB, 3a/1ad, 3a-
JaHUi) K 3aluiiaeMbIM ¢aiinam;

- perucTpanuy IMOIBITOK JOCTYyNa MPOTrPAMMHBIX CPEACTB K TEpMHUHAJIaM, KaHajaM CBSI3H,
nporpaMMam, ToMam, KaTtajoram, (aiiam, 3anmucsam, oM 3aucei.

[Toncucrema ympaBieHHsI JOCTYIIOM MOXET OBbITh peau30BaHa C MOMOIIbI IITATHBIX
cpenctB obpabotku [1/]n (onepanuonnbix cuctem, npuioxeHuii 1 CYBJ]). Tak ke MoxeT ObITh
BHEJIPEHO CHELUAIbHOE TEXHUYECKOE CpPEIACTBO WM KX KOMIUIEKC, OCYLIECTBISIOIINE
JIOTIOJTHUTEIbHBIE MEphl M0 ayTeHTHU(HUKALMU U KOHTpoito. Hampumep, mpuMeHEHHE €IMHBIX
XpaHWJIMIL  YYETHBIX 3amuceil  monb3oBaTeNedl W PEerucTpalMoOHHON  MHQOpMaIuH,
UCIIOJIb30BaHUE OMOMETPUUYECKUX U TEXHUYECKUX (C TOMOIIBIO JIEKTPOHHBIX MPOITYCKOB) Mep
ayTeHTU(UKALUU U IPYTUX.

4.2 Toacucrema odecnedeHusi MEJOCTHOCTH U I0CTYIIHOCTH

[Toncucrema obecrnieyeHHsl LETOCTHOCTH U JOCTYITHOCTH IpeJHAa3HAYeHa s oOecreueHus
nenoctHoctd u - gocrynHoctd  II/[H, mporpammubeix u  anmapatHeix cpeacts  WCIIIH
AJMUHUCTpAIUY, a TaK e CPEICTB 3alUThI, IPH CIyYailHONW MIM HaMEPEHHON MOIU(UKALINN.

Ilogcucrema peanusyercss C IOMOIINBK)  OPraHU3allUd  PE3EPBHOIO  KONMUPOBAHUS
o0OpabaTbhIBaeMbIX JIaHHBIX, a TaK XK€ pe3epBUpPOBaHUEM KItoueBbIX dneMeHToB MCIT/H.

4.3 MoacucreMa aHTHBHPYCHOI 3a AT

[ToncucTemMa aHTUBHPYCHON 3alllMTHI TMpeAHA3HAueHa s OOecTleueHuss aHTHBUPYCHON
3amuThl cepBepoB 1 APM nons3oBareneit UCIT[In A iMuHuUCTpanu.
CpencTBa aHTUBHUPYCHOM 3aIIUTHI MPEAHAZHAUCHBI JTSI peATH3aIiH CIeAYIOMIX (DYHKIIUN:

- PE3UICHTHBIN AHTUBUPYCHBI MOHUTOPUHT;
- QHTUBUPYCHOE CKaHUPOBAHMUE;



- CKpUNT-0JIOKUPOBAHUE;

- [IEHTPAJIM30BAHHYIO/yIaJICHHYI0 YCTaHOBKY/JEUHCTAJUISILIMIO AHTUBUPYCHOTO TMPOAYKTa,
HACTPOIKY, aIMUHUCTPUPOBAHKE, IIPOCMOTP OTYETOB M CTATUCTUYECCKONM MHPOPMAIUH 10 pabo-
TE€ MPOAYKTA;

- aBTOMAaTU3MPOBAHHOE OOHOBJICHNE aHTHBUPYCHBIX 0a3;

- OrpaHWYCHHE TMPaB II0JIH30BATENsl HA OCTAHOBKY HCIIOJIHSAEMBIX 33a4 U H3MEHEHHS
HACTPOEK aHTUBUPYCHOI'O IIPOTrPAMMHOT0 OOECIICUECHHUS;

- aBTOMAaTHYECKHH 3aIyCK cpa3y MOCIe 3arpy3Ku ONMEPalHOHHON CHCTEMBI.

[Moxcucrema peanusyercs MyTeM BHEIPCHHS CIICIMATLHOTO aHTUBUPYCHOTO MPOTPAMMHOTO
obecneueHus Ha Bce aeMeHTsl UCIT/IH.

44 IToacucreMa MeKCeTEBOTO IKpPaHUPOBaHUA

[ToncucremMa MeEKCETEBOTO 3KpaHUPOBAHUA IpelHAa3HAYeHa IS pealu3aliy CIeAYIOIINX
byHKIMA:

- (GuIbTpaIy OTKPHITOro U 3amudpoBaHHOro (3akpeiToro) IP-tpaduka o caeayrommm na-
pameTrpawm;

- (uKcalMu BO BHYTPEHHUX KypHaJIaX HHPOPMAIMH O MPOXOASIIEM OTKPBITOM H 3aKPBITOM
IP-Tpaduxe;

- WICHTU(UKANMKA U ayTCHTH(PHUKAIUIO aJMHHHCTPATOPa MEXKCETEBOTO dKpaHa MpHU €ro Jio-
KaJIBHBIX 3aIIpocax Ha JOCTYII;

- peructpanuu Bxoja (BbIX0Ja) aJMHUHHCTPATOpPa MEXKCETEBOrO dKpaHa B CUCTEMY (U3 CH-
CTEMBI) JTIN0O 3arpy3Ku ¥ HHUIIUAIM3AIUN CHCTEMBI H €€ TIPOTPaMMHOT0 OCTaHOBA,

- KOHTPOJIS LIEIOCTHOCTHU CBOEH MpOrpaMMHON U HHPOPMALIMOHHOM YacTu;

- (QuabTpanMM MakeToB CIyXeOHBIX MPOTOKOJIOB, CIAYXALUX Ul TUArHOCTUKU U yIpaBie-
HUS pabOTOM CETEBBIX YCTPOUCTB;

- QuapTpanMM ¢ y4eTOM BXOAHOI'O U BBIXOJIHOTO CETEBOIr0 MHTepdeiica Kak CpeCcTBO Ipo-
BEPKH I1OJUIMHHOCTH CETEBBIX aJIPECOB;

- perucTpalvm 1 y4dcTa 3alpalnBacMbIX CCPBUCOB ITPUKIIAAHOT'O YPOBHS;

- OJIOKMPOBaHUS JOCTYNa HEUACHTU(PHUIMPOBAHHOTO O00BEKTAa MM CyObEKTa, MOAIMHHOCTD
KOTOPOTO NP ayTeHTU(PHUKALMU HE MOATBEPANIIACh, METOAAMHU, YCTONUYHUBBIMU K NIEPEXBATY;

- KOHTPOJIS 32 CETEBOM aKTUBHOCTBIO MPUIIOKEHUH U 0OHAPYKEHHsI CETEBBIX aTak.

IToacucrema peanusyercs BHEAPEHUEM IIPOrPAMMHO-AIIIAPATHBIX KOMIUIEKCOB MEXKCETEBOIO
sKkpaHupoBaHus Ha rpanuue JICB, kinaccom He Huke 4.

4.5 MoncucreMa aHaIM3a 3aIUIIEHHOCTH

[Toncucrema ananm3a 3alIUIIEHHOCTH, JOJKHA OOECIIEYMBATH BBISIBJICHUS YSI3BUMOCTEH,
cBs3aHHBIX ¢ omuOkamu B KoH(purypamuu [10 UCII[IH, koTOpble MOTYT OBITH MCHOJIB30BaHbBI
HapyIIUTEIEM JIJIS peaIn3allii aTakKu Ha CUCTEMY.

OYHKIMOHAT TOACUCTEMBI MOXXET OBITh peaJu30BaH MPOTPAMMHBIMU U TMPOTPAMMHO-
aHHapaTHI)IMI/I CpC}lCTBaMI/I.

4.6 MoxcucremMa 0OHAPY/KEHHS BTOP/KEHH I

[Toncucrema oOHapy>keHHsI BTOPKEHHH, TODKHA 00ECTIeYrBaTh BBISBJICHUE CETEBBIX aTakK Ha
anemenThl UCII/IH, moakitoueHHbIe K CETSM OOIIEro MOJb30BaHUS U (MJIM) MEXIYHAPOAHOIO
oOMeHa.

OYHKIMOHAT MOACUCTEMBl MOXXET OBITh peaJu30BaH MPOTPAaMMHBIMU U MPOrPaMMHO-
amnmnapaTHbIMU CPEICTBAMH.



4.7 Toacucrema KpunTOrpagpuyecKoii 3auThI

[Toacucrema kpunTorpaduyecKol 3amuThl TpenHasHadeHa uisi uckmodeHuss HCJ[ k
sanmaemoit napopmanuu B UCII[IH AnMuHHCTpanuu, Ipy €e mepenadu Mo KaHaliaM CBS3H
ceTelt 001ero Mmoxb30BaHus U (MJIM) MEXKTYHApPOIHOTO OOMEHa.

[Toncucrema peanu3yercs BHEAPEHHUEM KPUNTOrpaduuecKux MpOorpaMMHO-aIapaTHBIX
KOMILJIEKCOB.



5 Ioab3oBarenn UCHan

B UCII[lH AaMuHHCTpanid MOKHO BBIJICIUTh CIEAYIOIIME TPYINbl MOJIb30BATEIIECH,
y4acTBYIOUIMX B 00paboTke u Xxpanenuu 11/[n:

- Anmunuctparopa UCITH;

- Agmunuctparopa 6e3onacHoctu MCII/H;

- Onepatopa APM;

- AIMUHUCTpaTOpa CETH;

- Texnuueckoro crienuanucTa mno o0CIykKUBaHUIO nepudepuitHoro 060pya0BaHMUS;

- IIporpammuct-pazpadorunk UCIIH.
JlanHBIe O TpyMIax MOJIb30BATENAX, YPOBHE HUX JOCTYNMa U MH(DOPMHPOBAHHOCTH JIOJDKEH
ObITh OTpakeH B [loyiokeHnn o0 pa3rpaHUyYeHHUH MPaB AOCTYIA K NEPCOHAIBHBIM JaHHBIM.

5.1 Axmunucrparop UCIIn

Anmunuctpatop WCIIJIH, coTpyqHUK AJIMUHUCTpAlMM, OTBETCTBEHHBIM 3a HACTpOIKY,
BHeapenue U conpoBoxiaeHue MCIIIH, obGecrieunBaeT (QyHKIMOHUPOBAHHE IOJCHUCTEMBI
ynpasinenuss jgocrynom MCIIJlH ¥  yHOJHOMOYEH OCYIIECTBIATh MPEAOCTaBICHUE U
pasrpaHMyYeHHe JOCTyIa KOHEUYHOro nosib3oaresns (Onepatopa APM) k anemMeHTaM, XpaHsALM
[EPCOHAJIbHBIE TAHHBIE.

Anmunuctpatop UCII/IH ob6nanaeT ciaenyromuM ypoBHEM J0CTYTa U 3HAHUM:

- 00ya1aeT MONHOM nH(pOopManKel 0 CUCTEMHOM U MPUKJIATHOM IPOTPaMMHOM 00ecTieyeHUH
NCIIn;

- 00ya1aeT moyHOM nHpopManuei 0 TEXHUIECKuX cpeacrsax u konpurypamun UCI/H;

- UMEET JOCTYIl KO BCEM TEXHMUYECKUM CpecTBaM 00pabdoTku nHpopmanuu u gaHHsiM M C-
I11H;

- o0naiaeT mpaBaMyd KOH(DUTYpHpPOBaHUS M AJMUHUCTPATHBHON HACTPOMKH TEXHUYECKUX
cpeacts UCII/IH.

5.2 Agmunucrparop 6e3onacuoctn UCII/In

Anmunuctparop 6e3onacHocty MCII/IH, coTpyaHuk AIMUHHCTpAlMi, OTBETCTBEHHBIA 3a
¢ynkunonuposanue C3II/IH, Bximrouas oOOCIy)XHMBaHHE M HACTPOMKY aJMHHHUCTPAaTUBHOMH,
CEpPBEPHOM U KJIMEHTCKONH KOMIIOHEHT.

Anmunuctpatop 6e3onacHoctd MICITJIH o6nagaer cienyromuM ypoBHEM JIOCTYTIa U 3HAHUI:

- obnanaet npaBamu Aamunuctpartopa UCIIIH;

- obnazmaet nonHoi nHpopmanueit 06 UCII/1H;

- UMEeT JIOCTYI K CPEJCTBAM 3alUThl HHPOPMALMU U IPOTOKOJUPOBAHUS U K YACTH KIItOYe-
BbIX 25ieMenToB UCII/IH;

- HE UMeeT MpaB J0CTyNa K KOHPUTYPUPOBAHUIO TEXHUYECKHX CPEJCTB CETH 32 UCKIIOUEHHU-
€M KOHTPOJIbHBIX (MHCIEKIIMOHHBIX).

Anmunuctpatop 6e3onacHoctu UCIIJIH ynonHoMoueH:

- peanu30BBIBaTh NOJUTUKY Oe30macHOCTH B yacTu HacTpoiiku CK3W, MexceTeBbIX 3KpaHOB
U CUCTEM OOHaApYKEHHUS aTakK, B COOTBETCTBHH C KOTOPbIMU MoJib3oBaTenb (Onepatop APM) no-
Jy4aeT BO3MOXKHOCTh paboTtats ¢ anemenTamu UCIT/H;

= OCYLICCTBJIIATH ayJAUT CPCACTB 3alIUThI;

- YCTaHABJIHMBATh JOBEPUTEIbHBIE OTHOIIECHUS CBOCH 3aIIHMIIEHHOW CETH C CETAMH JIPYTUX
Opranusanui.



5.3 Oneparop APM

Onepatop APM, coTpymHMK AJIMHUHHCTpAllUM, OCYIIECTBISIONMH o0padoTky IIJIH.
Ob6pabotka [1/In BkIrO4aeT: BO3MOKHOCTH mpocMmotpa I1/IH, pyuHoit BBox II/IH B cucremy
UCTIH, dopmupoBaHHe CIpaBOK M OT4ETOB 1Mo uH(popMmanum, mnoiaydeHHoi wu3z HCII/H.
Omnepatop HE HMMEET IOJHOMOYMN JJIsl YNPABJICHUS NOACUCTEMaMU OOpabOOTKM JaHHBIX H
C3I11H.

Omneparop UCII/IH o06nanaeT cieayomuM ypoBHEM IOCTYIIA U 3HAHUI:

- o0nagaeT BCeMHU HEOOXOIUMBIMHU aTpuOyTaMu (HarpuMep, maposeM), 00ecrednBalOIMMU
JIOCTYII K HEKOTOpOMY IoAMHOkecTBY I1/1H;

- pacrnosiaraetT KOH(UICHIIMATbHBIMU TaHHBIMU, K KOTOPBIM UMEET JIOCTYII.

5.4 Axmunucrparop cetn

AJIMUHHCTPATOpP CETH, COTPYAHUK ATMHUHHUCTPALIUH, OTBETCTBEHHBIN 32 ()yHKIIMOHHPOBAHUE
TeJleKOMMYHUKaMOHHOW moacuctembl UCIT[IH. AAMUHHUCTpATOpP CETH HE MMEET MOJTHOMOYMA
JUISL yIIpaBJICHHs TOICUCTEMaMH 00pabOTKH TaHHBIX U 0€30MaCHOCTH.

AJIMUHUCTPATOP CETH 00JIaAaeT CIEAYIOIIUMM YPOBHEM JOCTYIIa U 3HAHUM:

- 00y1a/1aeT 4acThio MHPOPMAILIMK O CUCTEMHOM U MPHKJIAIHOM MIPOrPAMMHOM 00ecTiedeHUH
NCTI/n;

- o0majgaeT yacThio HHGOPMAIIUU O TEXHUYECKUX cpencTBax u koHpurypanuu UCIT/IH;

- UMeeT (PU3NYECKUN TOCTYI K TEXHHYECKUM CPEICTBaM 00pabOTKM MH(OPMAIMU U Cpell-
CTBaM 3aIlHTHI;

- 3HAET, [10 MEHbILIEH Mepe, OJTHO JIeTaJbHOE UMS JOCTYIIA.

5.5 TexHuYecKHii CHENUAINCT 10 00CaY;KHBAHKIO NeprdepuiiHoro o6opyaoBaHus

TexHU4YecKui CenUaInucT Mo 00CIyKUBAHUIO, COTPYIHUK AJIMUHUCTPALMHU, OCYILECTBIISIET
oOcinyxuBaHue u HacTpoiiky mnepudepuitnoro obopynoBanus WCII[An. Texuuueckuit
CIICLUATIUCT MO OOCHYy)KMBaHWIO He uMeeT noctyna k [I/lH, He uMeeT mnoJHOMOUMM ISt
yIpaBiIeHUs MOJCUCTEMaMH 00paOOTKU JaHHBIX M 0€30IaCHOCTH.

TexHU4YecKuil crenuaInucT mo oOCIyKUBaHUIO 00JalaeT CIEAYIOUMM YPOBHEM JOCTyNa U
3HAHUM:

- o0najgaeT yacTbio MHPOPMAIMK O CUCTEMHOM U MPHUKJIAJAHOM MPOrpaMMHOM 00ecreueHUN
NCIIn;

- o0yajaeT yacThio HHGOPMAIIMU O TEXHUYECKUX cpencTBax U koHpurypanun UCI/IH;

- 3HAET, [0 MEHBLIEH MEpPE, OAHO JIETATBHOE UM JOCTYIIA.

5.6 Mporpammuct-pazpadoranx UCI/In

[TporpaMMuUCTBI-pa3pabOTUMKH (TOCTABIIMKH) MPUKIAJHOTO MPOrPaMMHOrO OOeCreyeHus,
oOecrieynBaroIIve €ro COMpOBOXKICHHE Ha 3amuiiaeMoMm oobekte. K maHHO# rpynme moryt
OTHOCUTBCS KaK COTPYIHUKN AJMUHUCTPALMHU, TaK U COTPYIHUKU CTOPOHHUX OpraHU3alui.

DU3NYECKOE JIUIIO 3TOM KaTErOpUH:

- obnamaer uHdopmarueit 00 anropuT™Max U nporpamMmmax obpadorku nHpopmanuu Ha NUC-
1w

- 0071a/1aeT BO3MOXXHOCTSIMU BHECEHHUs OIIMOOK, HEJEKIApHUPOBAHHBIX BO3MOXHOCTEH, MpO-
IPaMMHBIX 3aKJIa/I0K, BPEJOHOCHBIX IporpamMMm B mporpammHoe obecneuenue VUCIIJIH Ha cra-
IIH ee pa3pabOTKH, BHEAPSHUS U CONIPOBOKICHUS;

- MOXKET pacrioJyiarath Jo0bIMU (hparmeHTamMu nHpopmanuu o tonoiorud MCII/IH u texHu-
YECKHUX cpeacTBax 00padoTku u 3amuthl [1/1H, o6padareiBaembrx B UCII/IH.



6 TpeGoBanus k nmepcoHanay no odecnedeHnio 3amuthl [1{n

Bce cotpynnuku AamMuHucTpanuu, spistomuecs noias3oBateasiMu UCITIH, 10KHBI YETKO
3HaTb M CTPOrO BBINIOJIHATH YCTAHOBJEHHBIE IIpaBWJIa U OOSI3aHHOCTU IO JIOCTYNy K
3alIMIaeMbIM 00BEKTaM U COOJIIOJICHUIO IPUHATOrO pexkuma oe3onacHoctH [1/1H.

[Ipn BCcTymieHMM B JOJKHOCTH HOBOTO COTPYJHHKA HENOCPEICTBEHHBIH HadyaJbHUK
HOJpa3/iesIeHusi, B KOTOpPO€ OH IOCTyHaer, oOs3aH OpraHu30BaTh €ro O3HAKOMIIEHHE C
JOJDKHOCTHOM —~ MHCTPYKLIMEH W HEOOXOJMMBIMH  JOKYMEHTaMH, pPErJIAMEHTUPYIOIIMMU
TpeboBanus mno 3aummre IIJ[H, a Takxke oOyueHHe HaBbIKAM BBIIOJHEHHUS IMPOLENYD,
HEOOXOMMBIX JUIS CAaHKIIMOHUPOBaHHOTO ucnonb3zoBanus UCII/H.

CoTpynHHMK OJKEH ObITh O3HAKOMJIEH CO CBEACHMAMHU HacTosiued [lonuTuku, NpUHSATHIX
npoueayp padotsr ¢ anementamu UCIIu u C3I11H.

CoTpyHUKH AJMHHUCTPALMM, UCIIOJIB3YIOIINE TEXHUUYECKUE CPEJCTBAa ayTeHTHU(UKALUU,
JOJDKHBI  00ECTIeYMBAaTh COXPAHHOCTh HACHTHU(PHKATOPOB (RJIEKTPOHHBIX KJIIOYEH) U HE
nonyckate HCJ[ x HuM, a Tak k€ BO3MOXXHOCTb MX YTE€pU WM HCIOJb30BAaHUS TPETbUMU
munamu.  [lonp3oBarenu  HECYT  NEPCOHANBHYIO  OTBETCTBEHHOCTH 3a  COXPaHHOCTb
UIEHTU(DUKATOPOB.

CorpynHMKM ~ AIMUHUCTpAallMM  JIOJDKHBI  CJIEJOBaTb  YCTAHOBJICHHBIM  IIpOLEIypaM
nojajepkaHus pexuma 6esomnacHoctd [1/IH mpu BbIOOpE M UCHOJIB30BaHUU MapoJiel (eciau He
UCIIOJIb3YIOTCS] TEXHUUYECKHE CPEJCTBA ayTEHTU(PHUKALINHN).

CorpynHukd  AJIMUHHCTpAllMM  JOJDKHBI  OOECMeYMBaTh  HAICKAIIYI0  3alllUTy
00opy0BaHus, OCTaBiIsIeMOro 0e3 MpUCMOTpa, 0COOEHHO B TeX ClyyasX, KOrja B IOMELICHHUE
UMEIOT JIOCTYNl TIOCTOPOHHHE JHma. Bce moib30BaTeNy MODKHBI 3HATH TPeOOBaHUS TIO
6e3onacuoct I1JIH m mpouenypsl 3amuThl 000pyIOBaHUS, OCTABICHHOro 0€3 MPUCMOTpa, a
TaKXe CBOHM 00S3aHHOCTH 110 00ECTICYCHUIO TAKOW 3aIHUTHI.

CoTpynHHMKaM 3alpeliaeTcsl yCTaHaBJIMBaTh IOCTOPOHHEE NPOrpaMMHOE obOeclieueHue,
MOJKJII0YATh JIMYHBIE MOOWMIIBHBIE YCTPOWCTBA U HOCUTENH WH(POpPMAIINH, a TaK K€ 3alHChIBaTh
Ha HUX 3alUIIAEeMYI0 HH(POPMALIUIO.

CoTpynHHKaM 3amperiaeTcsl pasriamarh 3alldiIaeMyr0 MHPOPMALHUIO, KOTOpas cTajia MM
U3BECTHA IIPpU paboTe ¢ MHPOPMALIMOHHBIMU CUCTEMaMH A IMUHHUCTPALIUHU, TPETHUM JIUIAM.

[Ipu pabore c¢ I/l B UCII[AH coTpyaHuKH AJIMUHUCTpaluu o00sd3aHbl 00ECIEeYUThH
OTCYTCTBHE BO3MOXHOCTH npocmorpa IIJ[H Tperpumu smnamm ¢ MoHuTOpoB APM  mimm
TEPMHUHAJIOB.

ITpu 3aBepmenun padotsl ¢ UCII/IH coTpyaHuku 00s3aHbl 3aMTUTE APM Min TepMHUHAIbI
C TOMOIIBIO OJOKMPOBKM KIIIOYOM WJIM 3KBUBAJEHTHOIO CpEJCTBA KOHTPOJS, HaIlpUMep,
JIOCTYIIOM IO MAapOJII0, €CIIU HE UCTIONB3YIOTCS 00Jiee CHIIbHBIE CPEICTBA 3ALUTHI.

CoTpyaHUKH AJMMHUCTpALMU JTOJIKHBI OBITH TPOMH(GOPMUPOBAHBI 00 yrpo3ax HapylleHUs
pexxuma Oe3omacHocTd [IJIH M OTBETCTBEHHOCTH 3a ero HapymeHue. OHM JOIKHBI OBITH
O3HAKOMJIEHbI C YTBEP)KICHHOW (QOpMaIbHON NpOLEAYypOH HAOKEHUS UCHUIUITMHAPHBIX
B3bICKaHUI Ha COTPYJHHUKOB, KOTOPbIe HapyIImin [onuTHky HHPOPMALMOHHOM 6€30MMacHOCTH U
npoueayps! 6esonacuoctu [1/1H.

CotpynHuku o00s3aHbl  0€3 mpomennieHus cooOmarb 000 BceX HAOMIOJAEMBIX WU
noA03pUuTeNbHbIX ciydasx padotsl UCIIIH, Morymux moBsiedb 3a coO00M yrpo3bl 0€30MacHOCTH
IIIn, a Takke O BBIABICHHBIX HMH COOBITHSX, 3aTparuBarommx Oe3omacHocTs I1/IH,
PYKOBOJCTBY MOJpa3/eieHHs U JIUIlY, OTBEYAIOIIEMY 3a HEMEJICHHOE PearupoBaHue Ha YTPO3bl
oe3onacHocTH [1]1H.



7 JoaxHocTHBIE 00s13aHHOCTH NoJb3oBaTeneid UCIIAn

JoimkHocTHBIE 00s13aHHOCTH TTosTb3oBaTesneit CIIJIH onucanbl B ClIeIyIONIUX TOKYMEHTAX:
- Uncrpykuus anmunuctparopa UCII/Ix;
- Mucrpyknus agmuauctparopa 6ezomacHoctu MCI/IH;

- Nuctpykiusa nons3oBarens UCITIH.

OtBercTBeHHOCTH coTpyaAHUKOB UCII/IH A nMuHuCTpauum.

B cootBerctBuM co ct1. 24 denepanbHoro 3akoHa Poccuiickoit ®enepanun ot 27 urons 2006
r. Ne 152-®3 «O nepcoHalbHBIX JaHHBIX)» JIMIAa, BAHOBHBIC B HAPYIIEHUU TPEOOBAaHUH TAaHHOTO
@®enepalibHOIO  3aKOHA,  HECYT  TIPaXKIAHCKYI0,  YIOJOBHYIO,  aJMUHHUCTPAaTUBHYIO,
JUCLUUIIMHAPHYIO M HMHYKO NPEIyCMOTPEHHYIO 3aKoHoaarelbcTBOM Poccuiickoit denepanuu
OTBETCTBEHHOCT.

JeiictBytomee  3akoHonaTenbcTBO P®d  mo3Bossier  mpeabsABIATH  TpeOOBaHUS 1O
obecrieyennto 0Oe3zomacHO paboTHl ¢ 3ammMIiaeMor HuH(OpManue u mpeaycMaTpuBaeT
OTBETCTBEHHOCTh 3@ HAPYILIEHHE YCTAHOBJICHHBIX MpaBui JKciulyatauu OBM u cucrewm,
HEMPaBOMEPHBIA JOCTYyN K HWHGOpPMAIMU, €CIH ITH JEHCTBUS NPHUBEIM K YHUUYTOXKEHHIO,
0JIOKMPOBAHMIO, MOAU(PHUKAIIMN HHPOPMAIIMH UK HapyIleHuto pabotel DBM wunu cereit (ctathu
272,273 u 274 YK PO).

Anmunuctparop UCIIn u agmunuctpatop 6e3omacnoctu UCII/IH HecyT OTBETCTBEHHOCTD
3a BCE JICUCTBHS, COBEPIUICHHBIE OT MMEHU MX YUYETHBIX 3alMCed WIM CHUCTEMHBIX YYETHBIX
3anucel, eciu He T0Ka3zaH (akT HeCaHKIMOHUPOBAHHOTO UCIIOJIb30BAHMSI YUETHBIX 3aIlHCEH.

[Ipu HapymeHusx coTpyAHUKamMu AamuHucTpanuu — nosb3oBarenet MCII[An npasu,
CBsA3aHHBIX C Oe3omacHocThio II/lH, OHHM HecyT OTBETCTBEHHOCTb, YCTaHOBIICHHYIO
JIEHCTBYIOINM 3aKoHOAaTenbcTBOM Poccniickoit denepanun.

[IpuBenenHble Bbllle TPeOOBaHUS HOPMATUBHBIX JOKYMEHTOB IO 3alluTe HH(OpManuu
JMOJDKHBI ~ OBITH  OTpakeHbI B [lOJIOKEHHSIX O  TOApa3fclieHUsX  AJMUHHCTPAIIH,
ocymectBisitoux 06pabotky I1JJn B MCII[AH U AOMKHOCTHBIX HMHCTPYKLUHUSAX COTPYAHHKOB
AJIMUHHCTpALIUH.

HeoOxonumo BHecTu B [lojoXKeHUS O CTPYKTYpHBIX MOJpa3felieHusX AIMHUHHCTPAIUH,
ocymectBisitomux  o6padorky [l B UCII[n cBemenus 00 OTBETCTBEHHOCTH HX
PYKOBOAMTENEH W COTPYAHUKOB 3a pasriiallieHue W HECAaHKIIMOHUPOBAHHYIO MOAUDUKAIIIO
(uckaxxenue, panbcuduxanuio) I1/JH, a Takke 3a HEMpaBOMEPHOE BMEIIATEILCTBO B MPOLIECCHI
UX aBTOMaTHU3UPOBAHHOI 00pabOTKH.



8 CnucoK HCIOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHBHO-IIPABOBBIMU M METOJWYECKUMHU JIOKYMEHTaMH, Ha KOTOPBIX
6azupyercs Hactosuiee [lonoxkeHne ABISIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 1. No 152-D3 «O mepcoHaNbHBIX NaHHBIX» (anee —
@3 «O mepcoHaNbHBIX JAaHHBIX)»), YCTaHABIMBAIOIINI OCHOBHBIC NMPUHIMIIBI U YCIOBHUSA 00pa-
6otku [1/]H, mpaBa, 0043aHHOCTH U OTBETCTBEHHOCTh YYAaCTHUKOB OTHOILIEHUH, CBSI3aHHBIX C 00-
pabotkoit I1J1H.

2 TlocranoBnenue [IpaBurenscTBa Poccuiickoit deneparuu ot 1H0s6pst 2012 . Ne 1119 «O6
YTBEP)KICHUH TPEOOBAHMIA K 3alIUTE MEPCOHAIBHBIX JaHHBIX MPH X 00paboTke B nH(pOpMaIu-
OHHBIX CHCTEMaX MEePCOHANbHBIX TAHHBIX .

3 «llomoxxenue 06 0COOEHHOCTSIX 00PaOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBIsEMON 0e3
UCIIOJIb30BaHUs CPEJICTB aBTOMAaTU3aluny, yTBepkaeHHoe [locranoBnenuem [IpaButensctea PO
ot 15.09.2008 . Ne 687.

4 (TpeboBaHusl K MaTepUATBbHBIM HOCUTEIISIM OMOMETPUYECKUX TEPCOHAIBHBIX JAAHHBIX U
TEXHOJIOTHSIM XPaHEHUsS TaKUX JAHHBIX BHE HMH(OPMAIIMOHHBIX CHCTEM NEPCOHAIBHBIX JaH-
HBIX», yTBepkaeHHbIe [locTanoBeHueM [IpaBurtenscrBa PO ot 06.07.2008 r. Ne 512.

5 HopmaruBHO-MeTOIMUeCcKe TOKyMEHThl DefepanbHON CIIy:KObI 10 TEXHUYECKOMY H JKC-
neptHoMy KoHTpoito Poccuiickoit @enepaunu (nanee - ®CTIK Poccun) no obecneuenuto 6e3-
onacHoctH [1JIH nmpu ux o6padoTke B UCII/H:

6 PexomeHmanuu mo obecredeHno 0€30aCHOCTH TIEPCOHATBHBIX JAHHBIX MTPH UX 00paboTKe
B MH(OPMAIIMOHHBIX CHUCTEMax MEPCOHAIBHBIX NaHHBIX, YTB. 3aMm. nupektopa @PCTIK Poccuun
15.02.08 1.

7 OCHOBHBIE MEPOTIPUATHUS [0 OPTaHU3AIMN U TEXHUYECKOMY 00€CIeYeHUI0 0e30MacHOCTH
NIEPCOHANBHBIX JaHHBIX, 00pabaThIBaeMBIX B MH()OPMAIIMOHHBIX CUCTEMaX MEPCOHATIBHBIX TaH-
HBIX, YTB. 3aM. nupektopa @CTIK Poccum 15.02.08 r. (ACII)

8 bazoBast Monenp yrpo3 0€30MacHOCTH NMEPCOHANBHBIX AAHHBIX MPH UX 00pabOTKe B WH-
(bopMaIMOHHBIX CHUCTEMaX MEePCOHANBHBIX AAaHHBIX, YTB. 3aM. nupektopa PCTIK Poccum
15.02.08 1.

9 Metoauka onpezeNeHusl aKTyallbHBIX yIpo3 0€30MacCHOCTH NMEePCOHATBHBIX aHHBIX NMPU MX
0o0paboTke B HH(OPMALMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JAHHBIX, YTB. 3aM. JIUpPEKTOpa
OCTIK Poccun 15.02.08 r.



Hpuiaoxenue 1

No [Tnan - mepeyeHb TEXHUYECKUX MEpONpusATUi 1o ooecnieuennu 6e3omacHoctu MCIT]] K3 K2 K1
| B noacucreme yripapiieHUs1 JOCTYIIOM:
PeanuzoBaTh uIeHTU(DUKALINIO U TPOBEPKY MOITUHHOCTH CYOBEKTOB IOCTYIIA TIPH
1 BXxojie B onepaunoHHyto cuctemy MCII/{H no maposnto ycioBHO-IIOCTOSIHHOTO Jei- + + +
CTBUSI, IJTAHOW HE MEHEE 1EeCTH OYKBEHHO-IIU(DPOBBIX CHMBOJIOB;
Peann3oBaTh uIeHTU(UKALINIO TEPMUHAIIOB, TEXHHYECKHUX CpeAcTB 00padoTku [1/1H,
2 y310B UCIIJIH, KOMIIbIOTEPOB, KaHATIOB CB3H, BHEMIHUX ycTpoiicTB UCII/IH o ux - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);
3 PeiUII/IBOBaTE; UACHTU(DUKAINIO IPOTpaMM, TOMOB, KaTajaoros, (paiinos, 3amucei, mo- i + +
JIeW 3aIMCel 0 UMEHAM;
4 PeannsoBath KOHTPOJIb OCTYIIA CyOBEKTOB K 3alMIIAEMBbIM PECypcaM B COOTBET- i + +
CTBUHU C MaTpULEH JOCTyNa;
npu Hammuuu noakmouerns UCIIH k ceTsim o0miero noias30Banus A0DKHO mpuMe- | He wike 5-ro | He ke 4-ro | He Hioke 3-1o
5 HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHS 3alld- | YpPOBHS 3allU- | YPOBHS 3allu-
IEHHOCTH IEHHOCTH HIEHHOCTH
s obecniedenns 6e3onacHoro MexcereBoro B3aumoseiicteus B UCIIIn nns pas- He nmxe 5-ro | He Hmwke 4-ro | He Hmke 3-ro
6 HBIX KJIACCOB HEOOXOJIMMO HCIIOIB30BaTh MO YpOBHSI YpOBHSI YpOBHSI
3aI[MIIEHHOCTH | 3AIMIIEHHOCTH | 3alUIIEHHOCTH
1i CpeacTBo 3alUThl OT MPOrpaMMHO MaTeMaTudeckux BosnaencTeuil (IIMB):
PeanuzoBath uaeHTHGUKAIIUIO U ayTEHTU(PUKALNIO CyOBEKTOB IOCTYIa IPU BXOJIE B
CPEICTBO 3alllUThI OT MPOrpaMMHO MaTemMaTuueckux Bo3aencteuil (IIMB) u nepen
1 BBITIOJTHEHHEM UMU JTFOOBIX OTepallnii o yrpaBieHHI0 (GYyHKIMSIMHI CPEACTBA 3alllH- + + +

T 0T [IMB 1o naposnto (Wau ¢ UCIOJIb30BaHNEM MHOTO MEXaHH3Ma ayTeHTHU(UKa-
IIUH) YCIOBHO-TIOCTOSIHHOTO JEMCTBUS ATMHON HE MEHee IeCTH OyKBEHHO-
11M(POBBIX CHMBOJIOB;




OcymiecTBISTh KOHTPOJIb JIFOOBIX ICUCTBUI CyOBEKTOB JOCTYIIA MO YIIPABICHUIO
bynkuusamMu cpenctsa 3amuTsl oT [IIMB TonbKo 1mocie npoBeaeHNs ero yCuenHon
ayTeHTH(UKAIIH;

[TpemycMOTpeTh MEXaHU3MBbI OJIOKHMPOBAHMS TOCTYTA K CpeACTBaM 3amuTthl oT [IMB
IIPHU BBINOJHEHNUN YCTAHABIMBAEMOI'O YMCJIA HEYJAUHbIX IOMBITOK BBOJIA MTAPOJIS;

HeoOxonumo npoBoauTh ueHTUGUKaLKIO (DaiioB, KaTajJoros, MPOrpaMMHbBIX MO-
JlyJI€H, BHEIIHUX YCTPOMCTB, HCIOJIB3YEMBIX CPEACTB 3auThl 0T [IMB;

B noacucreme perucrpanuu u yuera:

OcCymiecTBIATh PErUCTPAIMIO BX0/a (BBIX0/1a) CyOBEKTa JOCTyIA B CUCTEMY (U3 CH-
CTEMBI), JINOO PErUCTPALIUIO 3arPy3KU M WHUIIMATIH3AIUN OTIEPAIMOHHON CUCTEMBI U
ee MPOrpaMMHOT0 OCTaHOBA. Perucrpanus BbIXo1a U3 CUCTEMbI MM OCTaHOBA HE
MIPOBOAMTCS B MOMEHTHI annapaTtypHoro oTkiatodenust UCII/{n. B mapamerpax peru-
CTpaIlH YKa3bIBAIOTCS JIaTa U BpeMs BXOJa (BbIX0a) CyObEKTa JOCTyIa B CUCTEMY
(M3 cucTeMBbl) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yUeT BceX 3alUIIaeMbIX HOCHTENEH HH(POPMAIIUHU ¢ TIOMOIIBIO MX JIF000MH
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JAHHBIX B )KYpHaJ (YUETHYIO KapTOUKY);

[TpoBOIUTH peTUCTPAIMIO BX0/1a/BBIX0Ja CYOBEKTOB JOCTYIA B CPEJICTBO 3ALIUTHI OT
IIMB, perucrpanuto 3arpy3Ki 1 HHULUAIU3ALUH 3TOTO CPECTBA U €€ TPOTrPaAMMHO-
ro ocTaHoBa. B mapameTpax perucrpanuu yka3blBaeTcsi BpeMs U JaTa BX0/Aa/BbIX0/1a
cyObeKkTa jocTyna B cpecTBO 3amuThl oT [IMB unu 3arpy3ku/octanoBa 3Toro cpef-
CTBa, a TaKXKe UIEHTU(UKATOP CyOBEKTa JOCTYyIA, MHUIUUPOBABIIETO IaHHbIE JeH-
CTBUS;

[TpoBoaMTH perucTpanuio coobITUl npoBepku 1 oOHapyxeHus [IMB. B napamerpax
perucTpalmy yKa3blBalOTCS BpeMs U JjaTa IpoBepku win obHapyxenus [IMB, nnen-
TU(UKaTOp CyOBEKTa AOCTYIA, MHUIMUPOBABILIETO JJAHHBIE JEHCTBUS, XapaKTep BbI-
MOJIHSEMbIX ASUCTBUI MO MPOBEPKE, THI 0OHAPYKEHHON BPEJOHOCHOM MPOrpamMMbl
(BII), pesynpraT nefcTBUil cpeacTna 3auThl o 6aokuposanuio [IMB;

[IpoBOIUTH pErucTpanuio COOBITHI MO BHEAPEHUIO B CpeaACTBO 3anuThl oT [IMB ma-
KEeTOB OOHOBJICHUH. B mapaMeTpax perucTpaiuu yKa3plBaroTCs BpeMs U 1aTta 0OHOB-
JIeHUs, UACHTU(HUKATOP CYOBEKTA JOCTYIA, MHUIIMUPOBABIIETO JAHHOE ICUCTBUE




BEpCHsl U KOHTPOJIbHAs cyMMa MaKeTa OOHOBJICHUS;

[TpoBOIUTH perucTpanuio coObITUI 3ayCcKa/3aBepIieHus paboThl MOAYJIEH CpecTBa
zamuTe! oT [IMB. B mapameTpax perucrpannu yka3slBaloTCs BpeMs U J1aTa 3aIryc-
Ka/3aBepIeHus paboThl, HACHTU(UKATOP MOAYJISA, HICHTH(PHUKATOP CyObEKTa JOCTY-
na, MTHUIIMHUPOBABILETO JAHHOE JICHCTBUE, PE3yIbTAaT 3aIlyCcKa/3aBepuieHus: paboThI;

JIOJKHA TIPOBOAMTHCS PErUCTPALUs COOBITHIA yIIpaBlIeHUs] CYOBEKTOM JAOCTYIa
dyHkuusamu cpenctsa 3amuTsl oT IIMB. B napamerpax perucrpanuu yka3biBaroTCs
BpEMsI U J]aTa COOBITUS YIIPaBICHUs KaK10M (pyHKUMEH, UIEHTU(PUKATOP U CIIELIH-
bukanus GyHKIMH, 1ISHTUPUKATOP CyObEKTa A0CTyNa, MHUIIMMPOBABIIETO JAaHHOE
JICHCTBHE, PE3YJIbTAT ICHCTBHS;

[IpoBOUTH pEerucTpannio COOBITHI MOMBITOK JOCTYIA IPOTrPAMMHBIX CPEICTB K MO-
IyJiaM cpeactsa 3amuThl oT [IMB unu cienmansabiM J0ByIIKaM. B nmapametpax pe-
TUCTPAIIUU YKAa3BbIBAIOTCS BPEMs U J1aTa MOMBITKA JOCTYIIA, HIACHTU()HUKATOP MOTYIIS,
uaeHTudukaTop u crenudukanus Moayis cpeactsa 3amuThl oT [IMB (cnenuanbhoit
JIOBYIIIKH), PE3YJIbTAT MOIBITKHA JOCTYIIA;

[TpoBOIUTH perucTpaimio COOBITHI OTKaTa i cpeacTBa 3anmuThl oT [IMB. B mapa-
MeTpax PerucTpalny YKa3bIBAIOTCS BPEMsI U JlaTa COOBITHS OTKaTa, crieruukanus
NeNCTBHUI OTKaTa, HIeHTU(PUKATOP CYOBEKTa AOCTYIa, HHUIIMHPOBABIIIETO TAHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

ObecneunTh 3aIUTy JAHHBIX PETUCTPALMU OT MX YHUUTOKEHHS UM MOIU(PUKALIUU
HapyIIUTETIEM;

11

Peanu3oBarh MEXaHU3MBI COXPAHEHUS JAHHBIX PETUCTPALUU B CIIy4ae COKPALLCHUS
OTBEJECHHBIX 10/ HUX PECYPCOB;

12

PeanuzoBaTh MeXaHM3MBbI IPOCMOTPA U aHANIM3a JAHHBIX PErHCTPAIMK U UX (PUITb-
TpaLUU 110 33JaHHOMY Habopy MapaMeTpoB;




13

[IpoBOIUTH aBTOMATHUECKHI HEMPEPHIBHBIII MOHUTOPUHT COOBITHI, KOTOPHIE MOTYT
ABIIATHCA NpuunHON peanuszauuu [IMB (co3nanue, penaktupoBanue, 3a11UCh, KOMITH-
Js1Ust 00BEKTOB, KOTOpPbIE MOTYT cofepxarh BII).

14

Peann3oBaTh MexaHW3M aBTOMATHYECKOIO aHAIN3a JaHHBIX PEruCTpanmu 1mo mrado-
HaM TUNOBBIX nposiBiieHnit [IMB ¢ aBroMaTn4eckiM MX OJIOKHPOBAHHEM U YBEIOM-
JICHHEM aJIMUHHCTpaTopa 0€301acHOCTH;

15

[IpoBOANTH HECKOIBKO BUJOB y4eTa (IyOIMPYIOMINX) C perHCcTpaiell Bbaun (IpH-
eMa) HocuTese nHpopMaluu;

16

Ocy1ecTBISATh pErUCTpalyio BXoa (BbIX0oAa) CyOBEKTOB 1OCTyIa B CUCTEMY (U3 CH-
CTEMBI), TNOO PEerucTpanus 3arpy3Ki 1 HHUIHATH3AIUN OTIEPAMOHHON CUCTEMBI.

17

OcymiecTBIATh PErUCTPaLMIO BbIIaYM [I€YaTHBIX (IpauecKux) JOKyMEHTOB Ha
«TBEpAYIO» KONUI0. B mapameTpax perucrpanuu yka3bplBatoTcs (1aTa U Bpemsi BblJa-
yn (0OpalieHus K IoJCHCTEME BBIBOIA), CIENM(UKAIUS YCTPOHCTBA BBIIAYH — JIOTHU-
4yecKoe UMs (HOMep) BHELIHETO YCTPOICTBa, KpaTKoe cosiepkaHue (HaMMEHOBaHUE,
BU, P, KOA) ¥ YpOBEHb KOHPHUACHIINAIBHOCTH JOKYMEHTA, HICHTH()UKATOP
CyObEeKTa J10CTYyNa, 3alPOCUBILETO TOKYMEHT;

18

OcymiecTBIATh PErucTpaltio 3amycka (3aBeplieHus ) IporpaMM M MpoLeccoB (3a1a-
HUH, 33/1a4), IpeIHa3HAYEHHBIX 715 00pa0OTKH 3aIuIaemMbIx ¢aitioB. B mapamer-
pax perucTpaluy yKa3blBaroTcs JAaTa U Bpems 3arycka, uMs (WAeHTU(UKaTop) mpo-
rpaMMBI (IIpolecca, 3a/1aHus), 1IeHTU(UKATOp CyOBbeKTa JOCTYIA, 3alIPOCUBIIETO
nporpammy (Iporiecc, 3alaHue), pe3yybTaT 3ammycKka (yCrenHbli, HeyCemHbli — He-
CaHKLIMOHUPOBAHHBIN),

19

OcCymiecTBIATh PErUCTPALIMIO MOTMBITOK JOCTYIA MPOrPaMMHBIX CPEACTB (IIPOrpaMM,
IIPOLIECCOB, 3aJ1a4, 3aJJaHui) K 3amuiaeMbiM (aiinam. B mapamerpax perucrpanuu
yKa3bIBaIOTCS J1aTa U BpeMsl MOMBITKH JIOCTYTIA K 3alllMiiaeMoMy (ailry ¢ ykazaHuem
ee pe3ynbTara (ycHemHasi, HeyclenHas — HeCaHKLIMOHUPOBaHHAas ), UACHTUPUKATOP
cyObeKTa ocTyna, cnenudukanys 3amunaeMoro daina;




20

OCyIIEeCTBIISITh PETUCTPALUIO MTONBITOK JIOCTYIIA IPOTPAMMHBIX CPEJCTB K CIEAYIO-
MM JIOTIOJHUTEIBHBIM 3alIMIAeMbIM OOBEKTaM JOCTYIIA: TEPMHUHAIAM, KOMITbIOTE-
pam, y3iam cetu MCII/{H, muausM (KaHajgam) CBSI3HM, BHEIITHUM YCTPOUCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaM, KaTtanoram, (aiiinam, 3anucsaM, moJsM 3anucei. B
rapameTpax perucTpalry yKa3bplBarOTCA JaTa U BpeMs NOMBITKU JOCTyNa K 3alllHIla-
eMoMy OOBEKTY C YKa3aHUEM ee pe3ysbraTa (yCHelHas, HeyCIelHas — HECaHKIHO-
HUPOBaHHAas), UIEHTU(PUKATOP CyObEeKTa IOCTyNa, crieurpuKaIys 3auI@aeMoro
00BEKTa — JJOTHYECKOE UMs (HOMED);

21

[TpoBOIUTH yueT Bcex 3allUIlaeMblX HOCUTENEH HHPOPMALIMHU C TOMOILBIO UX Map-
KHPOBKU U C 3aHECEHUEM YUETHBIX JIaHHBIX B XKypHaJ (YUETHYIO KAPTOUKY);

22

OcymiecTBIATh OYUCTKY (0OHYJIeHHE, 00e3TMUUBaHKE) 0CBOOOKAAEMBIX 00acTen
OTIEPATUBHOM NMaMSITH KOMITBIOTEPOB U BHEITHUX HaKonuTesei. OuncTka ocyIiecTB-
JSIETCsl OTHOKPATHOW POU3BOJIBHOM 3aITUCHI0 B OCBOOOKIaEMYIO 00JIaCTh aMSTH,
paHee UCIIOIb30BaHHYIO U1l XPAaHEHUS 3aIMIIaeMBbIX TaHHBIX ((aiinoB, HHPpOpMa-
L{H);

B noacucreme obecneueHus OCI0CTHOCTH:

O06ecneunTh LENTOCTHOCTh MIPOrPaMMHBIX cpecTB 3auThl B coctaBe C3I1/1H, a Tak-
K€ HEeU3MEHHOCTb ITPOrpaMMHOI cpelibl. IIpu 3TOM LIeNOCTHOCTD CPECTB 3aALIUThI
IPOBEPSIETCS MPH 3arpy3Ke CHCTEMBI 110 HATMYHIO UMEH (MIEHTH(PHUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1e1oCTHOCTh MPOrpaMMHOI cpe/ibl 00eCTIeYMBAETCsl OTCYTCTBHEM B
WCTI/In cpencTs pa3pabOTKH U OTIAAKU NPOTpamm;

OcymectBiaTh ¢puznyeckyto oxpany UCII/IH (ycTpoiicTB u HOocuTenel uHpopma-
1IUM), IpelycMaTpuBaroias KoHTpoJib goctyna B nomemenuss MCI1/Ix noctoponHnx
T, HAJIMYME HAJEKHBIX IPEIATCTBUN Ul HECAHKLIIMOHUPOBAHHOI'O IIPOHUKHOBE-
Hus B nomenenust MCIJIH u xpanunuie HocuTened nadopmanuu;

[TpoBoauTh nepuonnveckoe trectupoanue pynkuuit C3I1AH npu u3MeHeHNnu npo-
rpaMMHO# cpeabl U nnepconana MCITIH ¢ moMonipio TeCT-MporpaMm, UMUTHPYIOIINX
nonbiTk HC/I;

JIOJIKHBI OBITH B HAIMYKMHK cpenicTBa BocctanoBieHust C3I1/[H, nmpeaycmaTpuBaromye
BEJICHHUE JIBYX KOMUI MPOTrPaMMHBIX CPEJICTB 3AIUTHI HHPOPMALIUH, UX TTEpUOANYE-
CKO€ 0OHOBJIEHHE U KOHTPOJIb paO0OTOCITIOCOOHOCTH;




[IpoBOIUTH MPOBEPKY MEIOCTHOCTH MOJYJIeH cpeacTBa 3amuThl oT [IMB, Heo6xo-

) JUMBIX ISl €r0 KOPPEKTHOTO (PYHKIMOHUPOBAHUS, IPU €T0 3arpy3Ke ¢ UCI0JIb30Ba-
HUEM KOHTPOJIBHBIX CYMM;
O6ecneunTh BO3MOKHOCTh BOCCTAHOBJIEHUS CpecTBa 3aiuThl oT IIMB, npexycmar-

6 pHUBaroias BEICHNE ABYX KOIMI IPOrpaMMHOIO CPEICTB 3aIUTHI, €r0 NepUoJudc-
CKOe OOHOBJIEHHE U KOHTPOJIb pab0TOCTIOCOOHOCTH;
PeannzoBaTh MEXaHU3MBbI ITPOBEPKH LIETOCTHOCTH ITAKETOB OOHOBJIEHUH Cpe/IcTBa

7 3amuTsl OT [IMB ¢ ucnosb30BaHuEM KOHTPOJIBHBIX CYMM;
[TpoBoauTh pesepBHOE konupoBaHue I1/[H Ha oTuyX1aemMble HOCUTEIN HHPOPMALIHH;

8

V B noacucreme aHTUBUPYCHOM 3aIUTHI:
IIpoBOaMTE aBTOMATUUYECKYIO ITPpOBEpKY Ha Hanuuue BII winu nocneacreuii IIMB

1 npu umnopre B UCII/IH Bcex mporpaMMHBIX MOJtyJiel (MPUKJIaJAHBIX IPOrpaMM), KO-
TOpbIE MOT'YT coziepkaTh BII, mo ux TUNOBBIM 1a0JI0HAM U C TOMOILBIO IBPUCTHYE-
CKOI'0 aHAJIN3a;
Peann3oBaTh MEXaHW3MBI aBTOMAaTHYECKOTO OJIOKMpOBaHMS 00Hapy eHHbIX BII my-

2 TEM UX yJaJICHHs U3 MPOrPaMMHBIX MOLYJIEH UM YHUUYTOXKCHHUS;
PerynsipHo BBIOTHATH (IpU TIepBOM 3amycke cpeacTs 3amuThl [1/]H o [IMB u ¢

3 yCTaHaBJIMBAaEMOU NMEPUOINYHOCTHIO) MPOBEPKA Ha IpeaMeT Hanuus B HuX BII;
JomxHa nHuImMupoBathes aBromarnyeckas nposepka MCII/Ix Ha npeamer Hanuuus

4 BII npu BeisiBnenuu ¢axra [IMB;
Peanu3oBarh MEXaHU3M OTKaTa JJI1 YCTaHABIMBAEMOIO YUCa ONEepalui yAAICHUs

) BII u3 onepatnBHOI WM TOCTOSIHHOW ITAMSITH, U3 IIPOIPAMMHBIX MOIYJIEN U NPH-
KJIaJHBIX [TPOrpaMM UJIM IPOrPaMMHBIX CPEICTB, coaepkammx Bl

6 HononunrensHo B UCII/IH nomkeH npoBOANTECSA HENPEPBIBHBIA aBTOMAaTUYECKHUM
MOHHUTOPHHT HH(OPMAITMOHHOTO 0OMEHA C BHELITHEH CEThIO ¢ 11elbI0 BbisiBIeHUs BII.

VI KonTpons orcyrcteus H/IB B 110 C31




st mporpaMMHOT0 0o0ecriedeHus1, UCIOJIb3yeMoro mpu 3amurte napopmaruu B UC-
[T1u (cpenct 3amuTsl nHGOpManuu — C3M, B TOM 4uCiie ¥ BCTPOCHHBIX B 00IECH-
1 CTEMHOE M MPUKJIaJHOE TporpammHoe ooecnieuenue — [10), momkeH ObITh 0OecTieYeH + + +
COOTBETCTBYIOILIUN ypOBEHb KOHTPOJIs oTcyTcTBUS B HEM H/IB (He nexnapupoBan-
HBIX BO3MOXKHOCTEH).

VIl O6napysxenue Bropkenuit B UCIIJIH

OOHapyxeHue BTOPKEHUH JOIKHO 00ecrieunBaThes IyTeM UCIIOJIb30BaHUs B COCTa-
Be VICII/IH mporpaMMHBIX HJIM IPOTPAMMHO-AIIAPATHBIX CPEICTB (CUCTEM) OOHA-
pyxxenust Bropxkenuii (COB).

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
UCIOJIb3YIOUIME CUTHATYPHbBIE METO/Ibl aHAJIN3A

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI OOHAPYKEHUS CETEBbIX aTak,
MCIOJIb3YIONINE CUTHATYPHbIE METO/Ibl aHAJIM3a U METO/bI BbISIBJICHUS aHOMAJIUN

VI 3ammura UCIT/Ix ot [IDMUH

Just 06paboTky naGOpMaun Heodxoaumo ucnois3oate CBT, ynosierBopstomnye
TpeboBaHusAM cTaHaapToB Poccuiickoit deneparuu 1o 3JeKTPOMarHUTHOM COBME-
CTUMOCTH, 10 0€30MTaCHOCTH ¥ YPrOHOMUYECKUM TPEeOOBaHUAM K CPEJICTBAM OTOO-
pakeHus WH(GOpPMALIMH, IO CAHUTAPHBIM HOPMaM, IPEIbIBISIEMbIM K BUCOTUC-
wieiiHeIM TepmuHaiam [I19BM (aanpumep, TOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX Onenka cootBerctBus UCIIJIH TpeboBanusm 6e3onacHoctH [1][H

[TpoBecTu 00s13aTeNbHYIO CepTU(UKALIUIO (aTTeCTAIMIO) [0 TpeOoBaHUsAM Oe3omac-
HOCTH MH(OpMaLUK;

JlexnapupoBaTh COOTBETCTBUE WM 00s3aTENbHYIO CEPTU(PUKALINIO (aTTECTALUIO) IO

+ - -
TpeboBaHUsIM 0€30MaCHOCTH HHGOPMAIINH (TI0 PEIICHUIO OTIEPaTopa);

[Tpumeuanue: g UCIIH 4 xnacca nepeueHb MeponpusaTiii o 3amure [1/IH onpenensiercss B 3aBUCUMOCTH OT yiiepOa KOTOPBI MOXET ObITh

HAHCCCH B CJICACTBUH HCCAHKITMOHUPOBAHHOTO UJIKN HCIIPECAHAMCPCHHOTO JOCTYIIA K HI[H



CornacoBaHo:

Benymmit cnennanucT-3Kkenept aiMuHucTpaun HIMHEPIOCUHCKOTO CEIbCKOT0 MOCEIEHUS [Touenyepa ['anuna AnapeeBHa

3amecTuTenb I1aBbl aAMUHUCTpaluy LIIMHEpIOCHHCKOIO CeNbCKOro MOCENEHUs Huxudoposa Anuna BrnagumupoBna

Benymuii cnenupanuct-skcnept agMuHucTpanuu [IInHeprnoCcHHCKOro CeNbCKOro MOCEICHUS Eroposa Anacracus CepreeBHa




JIncer o3nakomiieHus ¢ IloanTukoii HHPOPMaLMOHHON 0€30I1ACHOCTH
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n/n
1. | ITouenyea ['aniuna AnnpeeBHa Benymmui cnenuanucr-
JKCHepT
2. | Hukudoposa Anuna BrnagumupoBHa 3amecTUTENb IJ1aBbl al-
MUHHUCTpaLUU
3. | EropoBa Anacracus CepreeBHa Benymmuit cnenuanucr -
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