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110 OpraHU3ALUMH U MPOBEAEHUI0 PA0OT 110 00ecTie e H I0 6€301aCHOCTH TIepCOHATBHBIX AAHHBIX

pU UX 00paboTKe B MH(YOPMAIHOHHBIX CHCTEMAX MEPCOHATLHBIX 12 HHBIX Snpunckoii paiionnoi

anvuaMcTpanuu Yypamexoit Pecny0nxcu

I. O6mue nomoxenns

1.1  Hacrosmee IlonoxeHwe ™0 OpraHusanuu u IIPOBEACHUIO paboOT TO 00ECIHEeUeHUIO
0€30I1aCHOCTH IEPCOHANBHBIX NAHHBIX TIPH KX 06paGoTKe B HH(DOPMAITMOHHBIX CHCTEMAX TIEPCOHABHBIX
JAHHBIX SIApUHCKOM paifoHHON anMuHWCTpamud UyBamickoir Pecniybmuku  (manee - Ilonosxenue)
paspaboTaHo B coorBercTBHM ¢ ®DemepanbHbIM  3aK0HOM 0T 27 mions 2006 r. Ne149-@3
«O6 undopmanyy, HHPOPMATMOHHEIX TEXHOJIOTHSX U O 3AIMATE uHpopmaruuy, enepaabHBIM 3aKOHOM
or 27 mronst 2006 T, Ne 152-d3  «O IIEPCOHATBHBIX ~ NaHHBIX», IIOCTAHOBJICHHEM IIpaBUTenHCTBA
Poccuiickoit  @enmeparuu ot 15 centaGps 2008 . Ne 687  «O6 yTBepxkaeHun  llomoskenuss 06
OCOOCHHOCTSAX 06pPAaGOTKY IEPCOHANBHBIX JIAHHBIX, OCYIIECTBJIIEMOM O€3 HCIIONB30BAHUS CPEJICTB
aBTOMATH3alMKy, ocTanoBnerneM IIpasutenscTsa Poccuiickoit ®enepannu ot 21 mapta 2012 Ne 211
«O0 yTBEPXKIEHHMH IIepedHs Mep, HANpPaBICHHBIX Ha OOCCICUeHHe BBITIOJIHEHHS]  O0SI3aHHOCTEH,
IpeyCMOTPEHHBIX DefepanbHbM 3aK0HOM «O MEePCOHATBHBIX JTAHHBIXY H HIPUHATEIMA B COOTBETCTBHH
C HMM HOPMATHBHBIMHM IPABOBBIMH aKTaMM, OIEPATOPAMH, SBISIOIIMMHUCS TOCYIapCTBEHHBIMH HITH
MYHHIUIIAJIBHBIMA ~ OpTaHaMu», IIOCTAHOBIEHWEM IlpaBuTensctBa Poccmiickoit Qenepanuu Ot
1 HOs16ps1 2012 T. Ne 1119 «O6 yTBEpKICHUH TPeOOBaHUH K 3allUTE NEPCOHANBHBIX JAHHBIX IIpU UX
00paboTKe B MH(OPMAIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JI@HHBIX», HpHKa3oM DeiepaibHON CITyKOBI
IO TEXHHYCCKOM U SKCIIOPTHOMY KOHTpOJIIO 0T 18 despansa 2013 r. Ne 21 «O6 yTBepxkaenun Cocrasa u
CONCpKaHUST OPTAaHM3AIHMOHHBIX U TEXHHYECKHX MEp IO OOECICUYEHMIO 6e30MacHOCTH IIEPCOHATBHEIX
J@HHBIX IPH UX 00paboTKe B MHMOPMAILHOHHBIX CHCTEMAX [EPCOHATBHBIX TAHHBIXY.

1.2 Tems paspaGorku HacTosmero IlojoxeHus — YCTaHOBJICHHE IOPSIKA OPraHM3aAUH U

NpoBeZieHHs paboT 10 OOECIEYeHHI0 GEe30MaCHOCTH ICPCOHANBHBIX JNaHHBIX (mamee — IIJIH) B
MHQOPMAIIMOHHBIX CHCTEMAX MEpPCOHAIBHBIX JAHHBIX (manee — WCITJIH) Slnpunckoit paioHHOM
anvunucTpanud  Uysamckoif PecnyGnuku  (mamee — AJIMMHUCTpaI¥sl) Ha IIPOTSHKCHHH BCErO

*xu3HeHHoro mukna MCIT x.

II. Tepmuusi u onpexenenus

2.1. B nacrosmem ITos0XeHAN HCTIOTB3YIOTCS CJICTYIOIIME TEPMHUHBI U HX ONPEEITICHUS:

Undopmanmonnas cucrema mepcoHaIbHBIX JAHHBIX — COBOKYITHOCTE COZEpIKaIUXCs B Oazax
AGHHBIX TIEPCOHATBHBIX JIAHHBIX U 00ECIEUMBAIONHUX HX 06pabOTKy MH(DOPMALHOHHBIX TEXHONOTHY U
TEXHHYECKUX CPEJICTB.

KonduennnanbsnocTs nepeoHanbHbIX JAHHBIX — 0053aTeILHOE JUISL COOJIIOIEHUST OIIEPaTOPOM
WM MHBIM IIOJYYHBIIAM JOCTYI K IICPCOHANLHBIM JaHHBIM JIMLOM TpeGOBaHWE He JIOIYCKaTh HX
pacripocTpaHeHne Oe3 cornacus CyObeKTa TEePCOHANBHBIX [JAHHBIX MM HAIHYHS HHOIO 3aKOHHOTO
OCHOBAHHsI, €CJIM HHOE HE TPENYCMOTPEHO (elepaTbHBIM 3aKOHOM.

Konrpoaupyemas 30na — mpocrpanctso (TEPPUTOPHS, 3HaHWE, YacTh 3JAHHS, IIOMELICHHE), B
KOTOpPOM HCKIIFOUCHO HEKOHTPOIUPYEMOE NpeOLIBAHUE IOCTOPOHHMX JIMIl, & TAKKe TPAHCIOPTHBIX,
TEXHHYECKHUX ¥ MHBIX MATEPHAIIBHBIX CPELICTB.



MexceTeBoii 5Kpan — JOKalIbHOE (OJIHOKOMIIOHEHTHOE) MM (hyHKIIMOHATLHO-PACIIPEETIEHHOE
IpPOTpaMMHOE  (IIPOrPaMMHO-ANIIapaTHOE) CPEACTBO  (KOMIUIEKC), pealM3yIollee KOHTPOJIb 34
uH(popManueH, mnocTynaromed B HHOOPMAIMOHHYIO CHCTEMY I[IEPCOHANBHBIX JAHHBIX U (WIIH)
BBIXOSIIIEN 13 UHPOPMAITMOHHOH CHCTEMEL.

Hecankuuonuposanuelii  gocryn (HeCAHKIMOHMPOBAHHbIE JeHCTBMA) — JOCTYI K
vHbopMauy MM NeHCTBUA ¢ HMHObOpMAIWel, HapylIaloliHe IpaBuia pasTPaHAYEHMs JOCTYIA C
UCIIOJIb30BAHMEM INTATHBIX CPENCTB, NPENOCTARIAEMBIX HHOOPMAIMOHHBIME CHCTEMAMHU TIEPCOHABHBIX
JTAHHBIX.

O0paboTka MNepCOHAJBHBIX AAHHBIX — JieHcTBUsSl (OIEpalMu) C INEPCOHAIBHBIMH JTaHHBIMY,
BKJIFOYas ¢OOp, 3aIKCh, CACTEMAaTH3AKIO, HAKOIIEHHE, XPaHeHHE, YToUHeHHe (0OHOBIIEHHE, H3MEHEHHE),
U3BIICUCHHUE, MCIIONL30BAaHME, IIEpeaady (pacpoCTpaHEeHUE, IPEAOCTaBIEHHE, JOCTYII), 0OE3INUUBAHHE,
OJIOKMpOBaHUE, yIAICHUE, YHUYTOXXEHHE TIEPCOHAIBHEIX JaHHBIX.

OmnepaTop — rocyfapCTBEHHEIH OpraH, MyHUIUIIAILHBIA OpraH, FOPUAXYECKOE MM (BU3HUECKOE
JIUIIO, CaMOCTOSITENIFHO MM COBMECTHO C APYTMMH JIMLAMU OPTaHU3YIOUHE U (WIH) OCYINECTBIISIOIIE
00paboTKy TEPCOHANBHBIX IaHHBIX, a TAKKE OMpPENEISIOIHe e 00paboTKU NMEPCOHANBHBIX JTAHHBIX,
COCTaB IEPCOHATBHBIX aHHBIX, MOUIEKAINUX OOpaboTKe, NEHUCTBHS (OIEpalyh), COBEPIIAEMEIE C
MEePCOHAJILHBIMH JTaHHBIMH.

Texnunveckne cpefacTBa MHOPOPMANHOHHON CHCTEMBI MEPCOHANLHBIX JAHHBIX — CPEICTBA
BBIYHUCIUTENLHON TEXHUKH, HH)OPMAIMOHHO-BBIUUCIUTEIBHBIC KOMIUIEKCHI K CETH, CPEJICTBA H CHCTEMBI
nepefgaud, npuemMa u obpaborkm IIJ[H (cpemcTBa M CHCTEMBI 3BYKO3AllUCH, 3BYKOYCHIICHHS,
3BYKOBOCIIPOM3BEICHUs, IE€PETOBOPHBIE M TEIEBU3HOHHBIC YCTPOMCTBA, CPENCTBA H3TOTOBJICHHUS,
THPKUPOBAHUS JIOKYMEHTOB M JpyrHe TEXHHYECKHE CpeJicTBa OOpabOTKH pPeueBOH, rpaduueckoi,
BUJICO- U OyKBeHHO-IM(pPOBOH HH(OPMAIMK), HPOrpaMMHBIE CPEJACTBA (OHNEpAlHOHHBIE CHCTEMEL,
CHCTEMBI yIpaBjieHys 0a3aMy JaHHBIX U T.II.), CPEACTBA 3aIUTH HH(YOPMALIHK).

Iepconanbuple gammble — m00as HHOOPMANHWS, OTHOCAMIASACS K MPSIMO HIM KOCBEHHO
OMPEIEICHHOMY WIIH OIpenenseMoMy GH3udeckoMy JIHIY (CyOBEKTY IEPCOHANBHBIX JAHHEIX).

Iosb3oBaTe/ s HHPOPMANMOHHOMN CHCTEMBI IEPCOHATBHBIX JAHHBIX — JIMIIO, YYaCTBYIOIIEE B
(QyHKIHMOHUPOBAaHUE HHPOPMALMOHHON CHCTEMBI IEPCOHAIBHBIX JAHHBIX HJIH HCIOJIB3YIOIee
pe3ynbTaThl ee (PYHKITMOHHUPOBAHUSI.

Pecypc mHpopManmonnoii cucTeMbl — UMEHOBAHHBIN 3IEMEHT CHCTEMHOTO, TIPHKIAJHOTO HIIH
anmapaTHoro obecnedeHys GyHKIMOHUPOBAHUS UH(GOPMAILIMOHHON CHCTEMBI.

Cpencrea. BBRIMUCIMTEIBHOH TEXHHKH — COBOKYIHOCTH ITPOTPAMMHBIX M TEXHHYECKHX
5JIEMEHTOB CHUCTEM 00pabOTKM JAHHBIX, CHOCOOHBIX (PYHKIMOHUPOBATH CAMOCTOSTEIHHO MM B COCTABE
JIPYTHX CHCTEM.

Yrpo3bl (€30MacHOCTH NEPCOHATBHBIX JAHHBIX — COBOKYIIHOCTH YCJIOBHH M (haKTOpOB,
CO3JTAIOIIUX OIMACHOCTh HECAHKIIMOHMPOBAHHOIO, B TOM YHCIE CIyYalHOTO, JOCTYIa K MEPCOHAIBHBIM
JAHHBIM, PE3YJIBTATOM KOTOPOTrO MOXKET CTaTh YHUYTOXKEHUE, H3MEHEHHE, OIIOKHPOBAHKE, KOMUPOBAHME,
PacnpocTpaHeHHe NEPCOHATBHBIX NAaHHBIX, a TAK)KE MHBIX HECAHKI[MOHMPOBAHHBIX JEHCTBUM IpH HX
00paboTke B HHPOPMAIOHHO# CHCTEME MEPCOHAILHEIX JJAHHBIX.

YHUYTOXKEHHE NEePCOHANBHBIX NAHHBIX — JCHCTBHS, B pPE3yJbTare KOTOPHIX CTAHOBHTCS
HEBO3MOXXHBIM BOCCTAHOBUTH COJEP)KAHME IEPCOHAIBHBIX JIAHHBIX B HMH(POPMAIMOHHON CHCTEME
IEePCOHANIBHBIX JaHHBIX W (WIM) B PE3YJbTaTe KOTOPHIX YHHUTOXAIOTCS MaTepHabHBIE HOCHTEIH
MEPCOHAJIBHBIX JaHHBIX.

YpoBeHpr  3aIIMIIEHHOCTH MEPCOHAMBHBLIX JAHHBIX - KOMIUIEKCHBI  ITOKa3aTelb,
XapakTepu3yIoIui TpeOoBaHKs, MCIOJTHEHHE KOTOPHIX O0ECIeUrBaeT HEHTPANTU3AIHUIO ONPE/CITCHHEBIX



Yrpo3 Ge30acCHOCTH TNEPCOHANBHBIX MAHHBIX IpH HMX 00paboTke B HMH(OPMALMOHHBIX CHCTEMAX
IIEPCOHAJIBHEIX JaHHBIX.

VYreuka (3amumaemoii) WHGOPMANMH IO TEXHHYECKHMM KAHAJaM — HEKOHTPOJUPYEMOe
pacIpocTpaHeHie UHYOPMAIME OT HOCUTEIS 3alllHINaeMOoil HHPOPMAIIK depe3 uzuyeckyro cpeny 1o
TEXHUYECKOTO CPE/ICTBA, OCYINECTBIIIONIErO IepexBar HH()OPMAIHH.

HemoctHocTs mMH(OPMANMH — CHOCOOHOCTH CPEJCTBA BBIYUCIUTENBHON TEXHUKH MM
MH(QOPMAIMOHHON CHCTEMBI 00ECIICUHBATE HEU3MEHHOCT HH(MOPMAIMK B YCIOBHSIX CIly4aifHOTO W/HJTH
NPeTHAMEPEHHOI0 UCKAXKEHUS (pa3pyIIeHus).

ITI.  Ilopsxox opraHu3anuu u MpoBeeHHs PaGOT MO 06ECTIEIEHMIIO 6E30TIACHOCTH NEePCOHATBHBIX
HAHHBIX

3.1 llon opranusanueit obecmevenust Gesomacmoctd IIJIH 1pm mx obpabotke B UCII/IH
NOHAMACTCs. (POPMUPOBAHKE M PEANIM3AIMS COBOKYITHOCTH COTVIACOBAHHBIX 10 LM, 3a/1a4aM, MECTY H
BPEMCHH OPraHU3alMOHHBIX ¥ TEXHHYCCKUX MCPOIPHUSATUH, HAIPABJIEHHBIX HAa MHHUMU3AIMIO yIep6a oT
BO3SMOXKHOH peanusanuu yrpo3 OesomacHoctd IT[H, peanu3yeMbIX B paMKax CO3/1aBAEMOM CHCTEMBI
3aIMUTHI IEPCOHANBHBIX NaHHBIX (Haiee - C3I1](x).

3.2 C3II/JH BriroYaeT B ce6s OpraHU3alMOHHbIC U (WIM) TEXHHUECKHE MEPHI, OLPeHeeHHBIE C
YYETOM aKTYyaNlbHEIX yrpo3 Oe30IaCHOCTH TEPCOHATBHBIX JAHHBIX, YPOBHS 3alUINEHHOCTH I11J[H,
KOTOPBIA ~ HEOOXOMMMO — oOecmeunTh, W MHOOPMALMOHHBIX TEXHOJNOTHH, WCIONb3yeMbIX B
UH()OPMATHOHHBIX CHCTEMAX.

3.3 besomacnocts II/Tz mpu ux ob6pabotke B MCIIJIH oGecreunBaer OllepaTop WM JIMIIO,
OCYWIECTBIIAOIIEEe 00pabOTKY MEPCOHANBHBIX JAHHBIX IO IOPYYEHWIO OMEpaTopa HA OCHOBAHUH
3aKJIFOYAEMOTO C 3TUM JIMIIOM JIOrOBOPa (ZaJiee - YHOJIHOMOYEHHOE JHIIO). JoroBop MeX/1y OIepaTopoM
U YIOJHOMOYEHHBIM JIMIIOM JIOJDKCH IIpeJyCMaTpUBaTh OOS3aHHOCTH YIIOJHOMOUCHHOTO JIMIA
obecreunTs 6e30MacHOCTh IEPCOHAIBHEIX JaHHBIX TIPU HX 06paboTKe B HHPOPMAIMOHHON CHCTEME.

3.4 Beoibop cpencts 3amutel uHGopMarmu mis C3IIJIH ocymecTBiseTcs OIEPATOPOM B
COOTBETCTBUY C HOPMAaTHBHBIMHU IIPABOBBIMU aKTaMH, IPUHATHIME DeepalibHoi ciyk60i 6e30macHOCTH
Poccuiickoit @enepamuu (mamee — ®Cb Poccun) u @esiepanbHOl ciryx60it 10 TEXHUYECKOMY H
SKCIOPTHOMY KOHTpomo (nmanee — DPCTOK Poccum) Bo ucmonmennme ®enepansHoro 3axona «O
IIEPCOHATBHBIX JTAHHBIX).

3.5 Crpykrypa, coctaB um ocHOBHBle ¢(ynkmuu C3IIJIH ompenemstoTcs HCXoms U3 YPOBHS
sanuinennocTy I/ mpu ux obpabdorke B ICIT]H.

3.6 C3IIJIa co3maercs B Tpu sTamna:

Oran 1. IlpennpoextHoe o6cnemoanue WMCII[(H M pa3paGoTKa TEXHUYECKOTO 3aJaHHS HA
cosganue C3I1/]n.

Oran 2. Ilpoextuposanme C3II/[H, 3aKynKka, yCTaHOBKA, HACTPOMKA HEOGXOIUMBIX CpeJICTB
3aIIUTHl UH(OPMAITHH,

Oran 3. Brog UCIITIu ¢ C3HZ[H B 3KCIUTyaTaIlHIo.

3.7 Oran 1. [lpoBesieHne NPEIIIPOSKTHOTO OGCIENOBAHMUS U Pa3paboTKa TEXHAIECKOTO 3aAHHS
Ha coznanue C3I1/1x.

3.7.1. Hasnauenwe pacmopsbkeHHeM TiaBbl  SIIpWHCKOH — paffOHHOM aIMUHUCTPAITHH
Hysarickoii Pecrry6imku 0TBETCTBEHHOTO 3a opranusanuio oopabotky IT]H.
332 Cosnanne B AnMuUHHCTpaniuy KoMuccHu 1o knaccuduxarmuu UCIIIIE u omnpenenennio

ypoBHs 3amuinennocty 11/{a npu ux odpadotke B UCII/IH.

3.7.3. Orpenenenne nepednst CyOBEKTOB MEPCOHANBHBIX TAHHBIX ((uamueckux ), 1/
KOTOPBIX 00pabaTHBAOTCA B AJIMUHUMCTpAIHH, IIepedHs oOpabarsiBaeMbix I1]1H 1 mepedrs JIOKYMEHTOB,
conepxamux [1]TH.



3.74. Omnpenenenue nepeunst UCII/la B Anmunuctpanmu u coctaBa [1][#, 06pabGaTeBacMbIX
B UCIIIu. Ilepewens MCII[Iln u ob6pabarbBaembix IIJ[H yTBepxmaeTcss pacrmopsDKEHHEM TJIaBbI
SInpuHcko¥ palioHHON agMuHUCcTpauuu Uysamickoi PecyOnmuku.

3.7.5. Ompezenenue nenel o06pab0oTKU IIEPCOHANBHBIX JAAHHBIX — BBIIOIHEHUE TPeOOBaHUI
TPYJIOBOTIO 3aKOHOJATeNnbeTBa Poceniickoi denepanuu U 3aKOHOAATENHCTBA O MYHHUIIUIIAIBHON CIIyXkKOe
B Poccuiickoit @enepanuy, IpeoCcTaBIeHHe TOCyJapCTBEHHBIX M MYHUITUIIAIBHBIX YCIIYT, BEIIOJHEHHE
BO3JIOKEHHBIX Ha AJIMUHUCTPAIHIO (QyHKIMH, IOTHOMOYUH U 00sI3aHHOCTEH, pacCMOTpEeHHE 0OpaleHni
TpaXKaaH.

3.7.6. Omnpenenenue cpokoB obpaborku u xpanenus [1/1H, ucxons us tpebopanus, uro I1/]a
HE JOJDKHBI XPaHUTHCA JOJIbINE, YEM STOro TpebyroT 1enu o0paborku 3tux I1J[H, IO JOCTHIKEHUIO
KkotopsIxX [1J[H mojiexxaT yHUUTOKEHHUIO.

3.7.7. Onpenenenue nepeuns ucnonszyembix B UCII/IH (peuiaraeMpix K HCIOJIE30BAHUIO B
NCII/IH) oOLIeCUCTEMHBIX U IPUKIIAIHBIX IPOIPAMMHBIX CPEJICTB.

3.7.8. Omnpenenenue pexumoB obpaborku [1/le B UCIIJ[H B meaoM ¥ B OTHAENBHBIX
KOMITOHEHTAaX.

3.7.9. Hasnayenue pacrnopspkeHMeM TINIaBbl  SIIPUHCKOM — pailOHHOM — aJMHHHCTPAIlHH

Yysamckoit PecnyOmuku oTBeTcTBeHHOro 3a obecnedeHue OesomacHoctu [1/In B UCIIOu (manee -
OTBETCTBEHHBIN) A Pa3spaOOTKH U OCYIIECTBICHHUS TEXHUYCCKMX MEPOIPHUSITHN 0 OpraHM3aldd W
obecnieuenuto OesomacHoctd [1/In mpu ux obpaborke B UCII{u. Jlnsa xaxmoit MCITJIH MoXeT OBITH
Ha3HayeH OT/AeNbHBIA OTBETCTBEHHBIH.

3.7.10.  Pa3paboTka pa3peIIuTeNbHON CHCTEMBI NOCTyna (MaTPHIIBI JOCTYIIA) II0JIB30BaTelleH
NCII/I1 x o6pabatriBaemoii Ha UCII/IH uadopMaImm.

3.7.11.  OmpezneneHue TpaHUI KOHTPOJIHPYEMBIX 30H IIyTeM H3/aHHsI COOTBETCTBYIOIETO
pacropsbkeHuss IIaBel SInpuHCKOM paifoHHON anMuHHcTparuu YyBamickoit PecrnyGnuku —ycmoBwin
pacnonoxenus MCIIJ[H OTHOCUTENBHO I'paHUI] KOHTPOJIHPYEMBIX 30H.

3.712.  Omnpenenenue xoHpurypamuu u Tomojorud WCIIJIH B IeioM M HX OTAEIBHBIX
KOMIIOHEHT, (PU3UUECKUX, QYHKITMOHATIBHBIX M TEXHOJIOTHUECKHUX CBSA3EH KaK BHYTPH STHX CHCTEM, TaK U
C IPYTUMH CHCTEMaMH Pa3JIMYHOTO YPOBHA U HAa3HAYCHHSL.

3.7.13.  OmnpepeneHue TEXHUYECKUX CPEACTB M CHCTeM, UCTOib3yeMbix B MCIIJIH, BKIIOUas
YCIIOBUS MX PACIIONIOKEHUS.

3.7.14.  ®opmupoBanue Texaudeckux mnacrnopros MCIIJx.

3.7.15.  Pa3paboTka CleAyIOIUX OpraHH3aIOHHO-PACIIOPSAUTEIBHBIX JOKYMEHTOB (manee -
OPJ1), pernamMeHTUPYIOMHUX TIPoIiecc 00PabOTKH ¥ 3alUThI IEPCOHANBHBIX JJAHHEIX:

— Ilonoxenwue o 3amuTe MEPCOHATHHBIX TAHHBIX;

— MHMHcTpykuus oTBETCTBEHHOTO 3a obecneuenue 6e3omacuoctu [1)Ja B UCTI/IH;

— Hucrpykuus nmons3osatens UCITIH;

— Paznen HOIDKHOCTHBIX HHCTPYKIUMH COTPYTHHKOB AJIMUHHCTPAIMHA B YaCTH OOECIIEUEHHS
6esonacHocty IIJlH mpu mx o6paboTke, BKIIOUAs yCTAHOBICHUE MEPCOHAIBHOM OTBETCTBEHHOCTH 3a
HapylIeHus npaBui oopadoTku [1/Tx.

3.7.16.  Knaccuduxanus VCIIJIz B coorBeTcTBHH ¢ «IlopsakoM mpoBeieHUs KilacCH(DUKALAK
HMHGOPMAIIMOHHBIX CHCTEM HEePCOHANBHBIX JaHHBIXY, YTBEPKIeHHBIM mpukazom @CTOK Poccun, ®CH
Poccun u Munundopmcessazu Poceuur ot 13.02.2008 Ne 55/86/20 (moaroroBka W yTBEPKICHHE aKTa
KITACCU(UKAIIN ).

3.7.17.  Omnpepenenuve ypoBHs 3amuimeHHoctd 1IJ[lx mpu wux obpaborke B HCII[H B
cootBeTcTBHH ¢ «TpeGoBanusmu k 3amute [1/lH mpm ux o0paboTke B MH()OPMAIMOHHEBIX CHCTEMAX
NIEPCOHANBHBIX JAaHHBIX», YTBEPXKICHHBIMU IocTaHoBieHueM [IpaBurtensctBa Poccuiickoit deneparum



or 01.11.2012 Ne 1119 (moaroTroBka W yTBEPXKACHUE aKTa ONpPENENICHHs] ypOBHsS 3aluiieHHocTd 11JIH
npu ux oopadotke B UCII/IH).

3.7.18.  Ompenencarie TUIA yrpo3 OE30MACHOCTH IEPCOHAIBHBIX JaHHBIX, AKTYyalbHBIX UL
HH(OPMAITHOHHON CHCTEMBI, ¢ Y4ETOM OLIEHKH BO3MOXKHOI'O Bpe€Zd B COOTBETCTBHM ¢ HOPMATHBHBIMU
IPABOBBIMH aKTaMH, MPUHITBIMU BO ucmonHeHHe PeznepanbHoro 3akoHa «O IEPCOHANBHBIX JaHHBIX).
Onpepenenne yrpo3 OezomacHOCTH IIJ[H B KOHKpeTHBIX YycnoBUsAX (ynkimonuposanus MCIITn
(paspaboTka moeneii yrpo3 6esomacaoctu I1/1H npu ux o6padortke B UCII/IH).

3.7.19. ®opmupoBaHHE TEXHWYECKOTro 3agaHus Ha pazpaborky C3II/lu mo pesynbraTam
HpeIPOEKTHOrO 00CIeI0BAaHMS Ha OCHOBE HOpMaTHBHO-MeToauueckuX JJokyMeHToB ®CTOK Poccuu u
®CB Poccuu ¢ yueToM yCTaHOBIEHHOTO ypoBHs 3amuienHoctd I1J[x mpu ux obpadortke B UCII/IH.

Texuuueckoe 3aganue Ha pa3pabotky C3II/IH n0IKHO comepikaTh:

— o6ocuoBanue pazpadorku C3I1/1H;

— HCXOOHBIE JaHHBIE cosnaBaemod  (MoxepHusupyemoi) WCIIJIH B TeXHUYECKOM,
IpOrpaMMHOM, HH()OPMAIIIOHHOM U OPraHU3AIMOHHOM acIeKTax;

— yposenb 3amuiiennocty 11J{x npu ux odpadorke B UCII/IH;

— CCBUIKY Ha HOpPMAaTHBHEIE JIOKYMEHTEI, C Y4€TOM KOTOpBIX OyzneT paspabareiBarbes C311/1H,
mpuHUMATECA B dKkciutyaranuio VICI1JH;

— KOHKpeTH3aluio Mepornpusatuil u tpedoBanuii k C3I1/1H;

— COCTaB H cojiepXkaHue paboT 1o dtaram pazpadotku u BHeaperus C3I1{x

— IIepeYeHb MPEIINOJIaraeMbIX K HCIIONB30BAHAIO CEPTH(GUIIMPOBAHHBIX CPEJICTB 3allUThHI
uHOpMaITUH.

3.8 DOran 2. IlpoextupoBanue C3II/IH, 3aKkymka, yCTaHOBKAa, HAacTpOMKa M  OIIBITHAs
DKCILIyaTaIl¥s HEOOXOIMMBIX CPENICTB 3aIIUTH HHPOPMALIKU.

3.8.1. Cosmanne C3II[Ju sBiseTcd HEOOXOIUMBIM YCIOBHEM obOecmedeHus Oe30MacHOCTH
I1Ia, B TOM ciydyae, €ClIH CYIIECTBYIOUINE OpPraHM3allMOHHBIE M TEXHUYECKUE MEPHI 00eCHedeHUs
0e30IIaCHOCTH HE COOTBETCTBYIOT TpeOoBaHUSIM K ob0ecredyeHuto OezomacHoctd IIJ[H  mos
COOTBETCTBYIOIIETO YpoBH 3amuineHHocTy 11/Ie mpu ux obpadotke B MCII/In u/unn He HEHTpanu3yoT
Bcex yrpo3 6e3onacuoctu 11){1 mis nannoit UCII/IH.

3.8.2. Texuuueckue Mepsl 3amuthl [[J[H mpeamonararoT MCHOJIB30BAHHE IIPOrPAMMHO-
amnmapaTHRIX CpencTB 3amuThl HMH(opmanuu. Ilpu obpaborke IIJ[H ¢ uHcHonp30BaHHEM CPEACTB
ABTOMATH3allMKM IIPUMEHEHHE TEeXHHUSCKHX Mep 3allUThl SBISETCS O00s3aTelbHBIM YCIOBUEM, a HX
KOJIMYECTBO K CTENEHb 3all[UTHl OIpEeAesIeTCS B Ipollecce IMPEANPOSKTHOro 00cIel0BaHuUs
HH(QOPMAMOHHBIX pecypcoB AaMuHHCTpanuu. lIpuMeHeHHe TEXHHUECKMX Mep JOJDKHO OBITh
perIaMeHTHPOBAHO HOPMATUBHBIM aKTOM AJIMUHHUCTPALHH.

3.8.3. Cpenctra 3amuts uHpopManuu, npuMensemsie B UCII/[H, B ycTaHOBIEHHOM NOPSAAKE
MPOXOJISIT TPOIEIYPY OLEHKH COOTBETCTBHS, BKIIFOYAsl CEPTU(UKAIMIO HA COOTBETCTBUE TPEOOBAHHAM
1o 6e30TaCHOCTH HH(POPMAITUH.

3.8.4. Ha cragum mpoextupoBanus u cosmanus C3IJn it WCII[ AnMmuHHCTpanuu
MIPOBOJISATCS CIEAYIOLINAE MEPOIIPUSTHUS:

— paspabotka TexHudeckoro npoexra C3I1J[H;

— mnpuobperenue (Ipu HEOOXOAMMOCTH), YCTAaHOBKAa M HACTpPOHKa CEPHIHO BBIIYCKAEMBIX
TEXHUYIECKUX CPENICTB 00padOTKH, IIepe/iaur U XpaHeHUs HHPOPMAIUH;

— pa3paboTka MEpONPHITHH IO 3aluTe HH(GOPMAIMM B COOTBETCTBUH C IPEIbSBIISCMBIMH
TpeOOBaHUIMU;

— TpuoOpeTeHHe, YCTAHOBKA U HACTPOHKA CEPTUDHUITMPOBAHHBIX TEXHUUYECKUX, IIPOTPAMMHBIX U
MIPOTPAMMHO-TEXHHYECKUX CPEJICTB 3aIMUTHI HHMOPMAIMU, B TOM 4Hcie (IPH HEOOXOAUMOCTH) CPENICTB



KpUITOrpaduaecKoi 3auTsl HPOPMAIIH;

— peanm3aius pa3peuuTesbHON cucteMsl goctyma nois3oBateneit UCIIJ[a x o6pabarsiBaeMoii
B UCII/Ta uadopmarum;

— TIOJITOTOBKA OSKCILTYyaTAal[MOHHOM JIOKYMEHTAI[Md Ha UCIONb3yeMbIE CPEJICTBA 3aIUTHI
uH(pOpMAITHH;

— KOPPEKTHpPOBKa (JIOTIOJIHEHHE) OpraHU3aI[MOHHO-PACIIOPSIIUTEIHHON JOKYMEHTAIMH B YaCTH
3aIuThl nHGOpManuy (OJ0XeHUH, mpuka3oB, nacnoptoB MCIIJIH, TOMOTOTHUECKUX CXEM, HHCTPYKITHII
U IPYTUX TOKYMEHTOB).

3.9 Ortan 3. Brog UCIIJIn ¢ C3II/[H B IpOMBIIIIIEHHYIO KCILTyaTaI|IO.

3.9.1. Ha craguu BBosia B UCIIIH (C3I1/{H) ocyiecTBISIFOTCS:

— ONIBITHAS OKCIUTyaTalWs CpPEACTB 3allUThl HMHQPOPMAIMA B KOMILUIEKCE C JPYTHMH
TEXHHYECKUMH W TPOTPAMMHBIMH CPEACTBAMH B IEJISIX IMPOBEPKH HUX PabOTOCIIOCOOHOCTH B COCTaBE
NCIIn (mpu HEOOXOAUMOCTH);

—  TPHUEMO-CIIaTOYHBIE MCIBITAHUS CPEJCTB 3aIIUTHl WHGOPMAIMH 0 Pe3yIbTaTaM OMBITHOM
SKCILTyaTarud (TP He0OXO0IUMOCTH);

— KOHTPOJIb BBINOJIHEHUS TpeOoBaHUM (BO3MOXKHO IIPOBEJEHHE JAHHOTO KOHTPOJSI B BHUJE
aTTeCTaI[uH 110 TpeOOBaHUSIM 0E30IMaCHOCTH EPCOHANBHBIX JaHHBIX).

3.9.2, KoHTponb 3a BEHINONHEHMEM HACTOSIIMX TPeOOBAaHMN OPraHU3yeTCs M IPOBOIHTCS
onepaTtopoM (YIOJHOMOYEHHBIM JIMIIOM) CaMOCTOSITENIHO M (MJIM) C TpUBJIEUEHHEM Ha JOTOBOPHOM
OCHOBE FOPHUJIMYECKHMX JIUI] W WHIUBUAYAIBHBIX NPEIIPUHUMATENCH, HUMEIOIMX JIUICH3UIO Ha
OCYINECTBIICHHUE JIESITEILHOCTH TI0 TEXHUYECKOH 3amuTe KOHQUASHINATFHOW HHpOpMaun. Y Ka3aHHbIHA
KOHTPOJIb TIPOBOJUTCS HE pexke 1 pa3a B 3 roJia B CPOKH, OIpesiessieMble OIepaTopoM (yIIOJTHOMOUYEHHBIM
JIUIIOM).

IV. TIposexenne paGor mo obecnedeHn o 6€30MACHOCTH MEPCOHANBHBIX JAHHBIX

4.1. PaGoter mo obfecmeuenuto 6e3omacHoctd I[IJ[H mpoBoasiTcss B cooTBeTcTBUU ¢ [lmaHOoM
MEPOTPHUSITHH 10 3aluTe HepcoHanbHbIX AaHHBIX (IIpunoxenue No 1). BHyrpenHue mnpoBepku pexxuma
3anuThl [[JIH B AIMUHHUCTpalluy IPOBOIATCS B COOTBETCTBUHU ¢ [[ITaHOM BHYTPEHHHX IMPOBEPOK peKUMa
3ammThl 1epcoHaNbHBIX JaHHBIX ([Ipmnosxenue Ne 2). Ilmansl yTBepxkpaioTcss TiaBoit SnpuHckoi
paifonnoi aqmunucTparyu Yysarickoi PecyOnuku

4.2. Koutposnb 3a mpoBeneHmeM paboT mo obecmeueHuio 6ezomacuoctu [I[J[H ocymecTsiser
OTBETCTBEHHBIN 3a opraHuzanuio odpabotku I[J[H B BHAE METOIUYECKOTO PYKOBOJACTBA, YYaCTHS B
pa3paboTke TpeOOBaHMM IO 3allUTe NEPCOHANBHBIX JIAHHBIX, OPraHU3allMd pPadOT IO BBISIBICHHIO
BO3MOJKHBIX KaHAJIOB yT€UKU WH(OPMAIUH, COIJIACOBAHMS BEIOOpA CPEJICTB BHIUUCIUTEIHHON TEXHUKH U
CBSI3YM, TEXHUYECKUX M IIPOTPAMMHBIX CPEICTB 3alllUThI, ydacTusi B olleHke cooTBeTcTBusi VCIIn
AnmuHUCTparuu TpeboBanusiM 6e3omacuoctu [1]H.

4.3. Ilpu HEoOXOAMMOCTH K MPOBEAEHUIO paboT MO 00eCIIeueHHI0 Oe30IMaCHOCTH ePCOHATBHBIX
JIAHHBIX MOTYT IIPUBJIEKATHCS CHENUAIM3UPOBAaHHBIE OpraHu3anuu, uMmewnme maurneHsuo OCTIOK
Poccun Ha ocymiecTBIeHNE AEATENTFHOCTH 0 TEXHUYECKOM 3a1uTe KOHQUACHIIUATIFHONR HHOpMAITHH.

4.4, B cooTBeTcTBUHU C M. 5.2 MeTOAMUYECKHX PEKOMEHJAIUi M0 OOECIEYEHUIO C IIOMOIIBIO
KPHUIITOCPEICTB 0€30IaCHOCTH TEPCOHATBHBIX TAaHHBIX MPU UX 00paboTKe B MHOOPMAIIHOHHBIX CHCTEMaX
MIEPCOHAJIBHBIX JAHHBIX C UCIIOJIB30BAHUEM CPEJICTB aBTOMATHU3ALKMU, YTBEPKAECHHBIX PYKOBOJICTBOM 8
Lentpa ®Cb Poccum 21.02.2008 Ne 149/54-144, npu HEoOXOAMMOCTH HCIOIB30BAHUS IIPU CO3JaHUHU
C3I11a cpenctB Kpunrorpadguyeckoil 3amuThl WHGOPMAIMK K IIPOBEAECHUIO padoT MO 0OecledYeHHIo
0e30IMacHOCTH MTEPCOHANBHBIX TAHHBIX AJIMUHUCTPAIMHA HEOOXOUMO MIPUBJIEKATh CHEIHAIN3UPOBAHHEIE
opranm3anuu, umeromue nuneH3un O®Cb Poccunm Ha ocymiecTBieHue padoT MO PacHpOCTPaHEHHIO
i (POBANBHBIX (KPUNTOrpaQUUECcKX) CPEICTB, IPEIHA3HAUYEHHBIX JUIL 3alIUTHl WH(POpPMALUH, HE




cozepKanieil CBEJICHUS, COCTABIIOIINE TOCYAApCTBEHHYIO TalHy, Ha OCYIIECTBIECHHE TEXHUIECKOTO
00CIy)KHBaHUS MAPPOBATBHBIX (KPHITOTpaQUUECKHX) CPECTB, HA OCYIIECTBICHHE PAOOT 110 OKA3aHUIO
yeayr B obmactd mmdpoBaHHS HHQOpMANMH, HE CONEPXKAIUAX  CBEICHWM, COCTABILSIFOLIMX
TOCYJapCTBEHHYIO TalHY.

V. Pemenue BonpocoB oGecmedeHust 6€30NaCHOCTH NEPCOHATbHBIX JAHHBIX B JMHAMUKE
H3MEHEHNS 00CTAHOBKH W KOHTPOJIS 3((PeKTUBHOCTH 3aIUTHI

5.1. Mogepumzanus C3I[I[Iz mis ¢dyskuuonupyromux HMCIIJ[IH AnMmuHuCTpanyy IOJDKHA
OCYILIECTBIIITHCS B CIIydae:

—  um3MmeHenwus cocrasa win CTpyKTypbl MCII/IH miu TeXHHYECKUX 0COOEHHOCTEH ee IIOCTPOEHUS
(A3MEHEHUS COCTaBa WM CTPYKTYPHI MPOIPAMMHOTO OOEcCIedeHHs, TEXHMYECKHX CPENCTB 00paboTKU
[1Tn, Tormooruu UCI1/IH);

—  u3MeHeHHs coctaBa yrpo3 6ezonacuocty [1/{a B MCII/IH;

— WM3MeHeHwus ypoBHs 3amuinenHoctd [1/1H npu ux obpadorke B MCII/IH;

—  TIPOYHMX cIlydasiX, 10 PEIIEHHIO OllepaTopa.

5.2. B umemsx ompeneneHus HeobOxomumocT jaopadotku (MozepHusanuu) C3II/In He pexe
OJIHOTO pasza B TOJ OTBETCTBEHHBIM 3a OpraHu3anuio o0paboTku [IJ[H HomKHA IPOBOAUTHCS IPOBEPKa
cocrasa u crpykTypsl MUCII/IH, coctaBa yrpo3 6ezomnacuoctd [1J[n B MCII/IH ¥ ypOoBHS 3aIlMIIEHHOCTH
[z mpu ux o6padorke B WCIIJ[H, coOMIONEHUS YCIOBHHA MCIOIB30BAHMS CPENCTB  3aAIIUTHI
uH(pOpPMAIMH, TPEYCMOTPEHHBIX OKCIUIyaTAallMOHHOM M TEXHHUYECKOW JOKyMeHTalued. Pesymprars
IPOBEPKHA O(GOPMIBIFOTCS aKTOM IPOBEPKHM UM YTBEPKJAIOTCS IIaBOM  SInpuHCKON  padoHHON
apMuuucTpanuu Yysanickoit Pecrybmuku.

5.3. AHamu3 HMHOMIEHTOB OesomacHocT IIJ[H M cocTaBjeHHE 3aKIIOYCHHH B 00s3aTEIIHLHOM
HOPSZIKE JOIDKHO ITPOBOJUTHCS B CITy4Yae BBIIBICHHS CIEIYIOIHX (HAKTOB:

—  HecoOJIIOJIeHNE YCIIOBUM XpaHESHUsT HOCHTENEH IepCOHAIbHBIX JaHHBIX;

—  HCIOJB30BaHHE CPEJCTB 3alIUTH MHPOPMAIMK, KOTOPHIE MOTYT IPHUBECTH K HapyHIEHHUIO
3aJaHHOI0 YPOBHsI 0€30mMacHOCTH (KOH(DUIEHIIMATbHOCTS/ IEIOCTHOCTH/IOCTYIHOCTE) NEPCOHAIBHBIX
JAHHBIX WK JPYTHM HapyIICHUSM, IPUBOJIINM K CHMXKEHHUIO YPOBHS 3aIIUILECHHOCTH MEPCOHAILHBIX
JTAaHHBIX;

— HapylleHWe  3aJaHHoro  ypoBHs  OeszomacHoctH I/l (koHOUIEHIUATEHOCTH/
I[EJIOCTHOCTE/IOCTYITHOCTD).
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